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EXECUTIVE SUMMARY

In this deliverable, the PANOPTESEC project presents a preliminary Functional Architecture of a
Response System for the Dynamic Risk Management (i.e. Dynamic Risk Management Response
System), with ambition to go beyond the current state-of-the-art on Dynamic Risk Management
systems proposed as scientific or industrial prototypes. Then, the Specialized Requirements of this
Dynamic Risk Management Response System are established and detailed.

The proposed Dynamic Risk Management Response System will be one of the central-pieces of the
Security Management System (i.e. PANOPTESEC system) researched and developed by the
PANOPTESEC consortium.

Specialized Requirements for this Dynamic Risk Management Response System which have been
established following elicitation and validation processes are specified as a refinement or
complement to the Operational Requirements of the PANOPTESEC system (i.e. the Requirements
Baseline) described in the deliverable [D2.2.1]. Both Functional and Non-Functional Specialized
Requirements are proposed.

Traceability coverage matrices of these Specialized Requirements over the Operational Requirements
are given on the Functional and Non-Functional perspectives. This enables verification that the
envisaged Dynamic Risk Management Response System within Work Package 5 (WP5) is theoretically
and functionally consistent with the project needs related to the Response System.

The provided Traceability coverage matrices should help tracking, guiding and evaluating the
outcomes of WP5 through the remainder of the PANOPTESEC project.
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ACRONYMS AND DEFINITIONS

Table 1 - Acronym List and Definitions

ALBLF Alcatel-Lucent Bell Labs France

CIS-UROME Universita Degli Studi Di Roma La Sapienza

EPIST Epistematica SRL

ICT Information and Communication Technology

NA Not Applicable

PRS Proactive Response System

QAM Quiality Assurance Manager

RRS Reactive Response System

SUPELEC Ecole Supérieure D’Electricité

UoL Universitat zu Lubeck
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1. INTRODUCTION

1.1 Context

This deliverable establishes and details the Functional Requirements of the Response System for the
Dynamic Risk Management at the centre of the global Security Management System researched and
developed by the PANOPTESEC consortium.

1.2 Purpose
The Purposes of the D5.1.1 deliverable are twofold.

First, to propose a preliminary functional architecture of a Dynamic Risk Management Response
System (DRMRS) which, as ambitioned by the PANOPTESEC Consortium, goes beyond the current
state-of-the-art on Dynamic Risk Management systems proposed as scientific or industrial
prototypes.

Then, to establish Specialized Requirements of this Dynamic Risk Management Response System as a
refinement of the Operational Requirements of the global PANOPTESEC Security Management
System described in the deliverables [D2.2.1].

1.3 Scope

The deliverable describes the status of the proposed preliminary functional architecture of a
Dynamic Risk Management Response System, and the detailed list of the Specialized Requirements
established for it within the PANOPTESEC Consortium, at the time of the issuing of the final version
of the D5.1.1 deliverable as scheduled in the Project Description of Work [DoW2013].

The coverage provided by these Specialized Requirements of the Response System regarding the
Operation Requirements of the global PANOPTESEC System, and the applicability of Non-Functional
Operational Requirements not otherwise established for the DRMRS in the D5.1.1 are identified.

Further management of the evolution of the DRMRS Specialized Requirements, their coverage and
traceability during the next phases of design, implementation and experimentations are out of the
scope of this deliverable and should be managed within the PANOPTESEC Project using the
appropriate system engineering tools and formats established within the project.

Note: Details of the PANOPTESEC Consortium approach and the mapping of the WP5 (WP5) sub-
system (i.e. the DRMRS) in the global architecture of the PANOPTESEC system can be found in the
Project Description of Work [DoW2013] and the PANOPTESEC system preliminary architecture
described in the [D3.1.1] deliverable. Whereas, further details and background on the Dynamic Risk
Management approach are available in the [D2.1.1] Deficiency Analysis deliverable.

1.4 Document Structure

This document is structured in the following manner:
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Section 1

Section 2

Section 3

Section 4

Section 5

Section 6

Section 7

Introduction: describes the context, purpose and scope of the deliverable.

Methodology: describes the methodology followed by the authors of the D5.1.1
deliverable to establish the preliminary functional architecture of the DRMRS and the
list of its Specialized Requirements. .

Dynamic Risk Management Response System generic description: details the
preliminary functional architecture of the DRMRS and establish the various functional
domains for the Specialized Requirements.

Specialized Requirements: details the Specialized Requirements established for the
Dynamic Risk Management Response System.

Coverage of Specialized Requirements: provides the coverage matrices of the
Specialized Requirements defined in the D5.1.1 over the Operational Requirement
defined in the D2.2.1. It provides also the applicability matrix of the Non-Functional
Operational Requirements over the functional domains identified in the preliminary
functional architecture of the DRMRS.

Conclusion: provides the proper conclusions of the D5.1.1 deliverable.

References: provides a list of references applicable to the D5.1.1 deliverable.
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2. METHODOLOGY

The methodology for requirements analysis (RA) follows the established RA procedure for the
PANOPTESEC project. The RA procedure is contained in the PANOPTESEC Project Handbook [PH15].

In accordance with the PANOPTESEC Project Handbook, the requirements formulated in this
document use several capitalized words with a definite meaning in terms of specification. The words
“MUST”, “SHOULD” and “MAY” have the following meanings as described in the [RFC 2119]. Their
meanings, extracted from the [RFC2119], are also recalled here after:

- MUST: this word, or the terms "REQUIRED" or "SHALL", mean that the definition is an
absolute requirement of the specification.

- MUST NOT: this phrase, or the phrase "SHALL NOT", mean that the definition is an absolute
prohibition of the specification.

- SHOULD: this word, or the adjective "RECOMMENDED", mean that there may exist valid
reasons in particular circumstances to ignore a particular item, but the full implications must
be understood and carefully weighed before choosing a different course.

- SHOULD NOT: this phrase, or the phrase "NOT RECOMMENDED" mean that there may exist
valid reasons in particular circumstances when the particular behavior is acceptable or even
useful, but the full implications should be understood and the case carefully weighed before
implementing any behavior described with this label.

- MAY: this word, or the adjective "OPTIONAL", means that an item is truly optional. One
vendor may choose to include the item because a particular marketplace requires it or
because the vendor feels that it enhances the product while another vendor may omit the
same item. An implementation which does not include a particular option MUST be prepared
to interoperate with another implementation which does include the option, though perhaps
with reduced functionality. In the same vein an implementation which does include a
particular option MUST be prepared to interoperate with another implementation which
does not include the option (except, of course, for the feature the option provides).

2.1 Stakeholders identification

A group of stakeholders are involved in the frame of the WP5 and D5.1.1, the Dynamic Risk
Management Response System and the PANOPTESEC Project. The [D2.2.1] identifies extensively
stakeholders’ categories, together with actors that apply in the context of the global PANOPTESEC
Project. Several profiles and user roles, which are recalled after, are identified for these stakeholders
and apply in the context of the D5.1.1. Some specific actors, which apply more specifically to the
DRMRS, are also specified.

WP5 and D5.1.1 stakeholders

- Solution Provider: a Partner of the PANOPTESEC Consortium that proposes scientific or
technical solutions for which he is skilled and recognized in his community, to fulfill one or
several of the objectives of the sub-system (e.g. Dynamic Risk Management Response
System) researched, designed and developed in the purview of the Work Package. Within the
WP5, UolL, CIS-UROME, SUPELEC, IMT and ALBLF are identified as Solution Providers.

- User Partner: a Partner of the PANOPTESEC Consortium which provide to other Partners the
operational context and requirements (e.g. use cases, scenarios, experiment dataset and test
bed) and control the appropriateness of the solution proposed by Solution Providers to this
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operational context and requirements. Within the WP5, ACEA is also involved as the User
Partner (i.e. User Partner of the PANOPTESEC Project).

Work Package Leader: a Partner of the PANOPTESEC Consortium that coordinate the work
between the other Partners involved within a Work Package, validate the produced results
according to the technical objectives of the Work Package as described in the [DoW2013] to
ensure technical high quality, and enforce the schedule according to the [DoW2013]. Within
the WP5, ALBLF assumes the Work Package Leader role.

Deliverable Editor: a Partner of the PANOPTESEC Consortium that organizes and coordinate
the writing of a deliverable between the other Partners within a Work Package, validate the
contributions to ensure the technical high quality of the deliverable, and enforce the
schedule to respect the due date of the deliverable according to the [DoW2013]. For the
D5.1.1, ALBLF assumes the Editor role.

PANOPTESEC Project stakeholders

Technical Project Manager: a Partner of the PANOPTESEC Consortium that manages the
technical work between the other Partners involved in the various Work Packages, propose
processes that ensure the smooth running of the technical progress, validate the produced
results according to the global objectives of the Project as described in the [DoW2013] to
ensure technical high quality and consistency, and enforce the technical processes and the
technical schedule of the project according to the [DoW2013]. RHEA assumes the Technical
Project Manager role.

Project Coordinator: a Partner of the PANOPTESEC Consortium that Coordinate all the aspect
of the work between the other Partners involved in the Project, propose processes that
ensure the smooth running of the Project within the Consortium and outside the
Consortium, validate the produced results according to the global objectives of the Project as
described in the [DoW2013] to ensure high quality, consistency and pertinence, and enforce
the processes and the schedule of the project according to the [DoW2013]. IMT assumes the
Project Coordinator role.

Dynamic Risk Management Response System stakeholders

Monitored System Administrator: A person who, for an organization, is responsible for the
inventory, deployment or/and configuration management of hardware and software systems
that compose the monitored system(s) on a day to day basis, with the focus to keep the
monitored system(s) running and fulfilling their missions. In the context of the D5.1.1, are
identifies more specifically two sub-roles.

- Network Administrator: A person who, for an organization, is responsible for the
inventory, deployment and configuration management of hardware and software
systems that compose the monitored system(s) on a day to day basis, with the focus
to keep the monitored system(s) up and running.

- Security Administrator: A person who, for an organization, is responsible for the
inventory, deployment and configuration management of hardware and software
systems that compose the protection system(s) of the monitored system(s) on a days
to day basis, with the focus of keeping the monitored system(s) secure according to
rules derived from a security policy established for the monitored system(s)
according to defined security objectives and policies of the organization.
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- Business Owner/Manager: A person with an executive level function within the organisation
interested in understanding the security status of the business (mission) processes and
possible business impact due to cyber-attacks. He or she is also interested in improving the
security level of the business he of she owns/manages for it to better fulfil its missions.

Beyond the user roles defined in the [D2.2.1] for identified actors in the context of the organization
of the PANOPTESEC User Partner. An additional common user role in the security domain is identified
for the D5.1.1:

- Security Officer: A person who, in an organization, is responsible of the security and the
management of security resources for monitored systems supporting missions and
businesses of the organization. In particular, in order to achieve his objective, he usually has
the responsibility to establish security objectives and a security policy relative to missions
and businesses of the organization. A Security Officer is usually responsible for the
enforcement of a security policy on monitored systems under its responsibility. In the
context of the User Partner of PANOPTESEC, this role is carried out by Business
Owners/Managers.

Definitely, a last actor applies also to the DRMRS, even if it is not a stakeholder per-se. The Threat
Agent Actor, also called shortly in the context of the D5.1.1:

- Attacker: a person, system or entity that performs advert actions on the monitored system of
an organization that bypass the security policy in order to gain unauthorized information or
privileges with the focus of harming the businesses or prevent the organization from
achieving one or several of its missions.

2.2 Requirements Elicitation

The process followed by WP5 Partners to establish the Specialized Requirements of a Dynamic Risk
Management Response System is based on two main phases/parts:

- Preliminary Functional Architecture establishment
- Specialized Requirement collection

The methodology adopted an iterative process with successive period of proposal for new and
revision of Specialized Requirements or Preliminary Functional Architecture modification.

Preliminary Functional Architecture establishment

Based on the list of Operational Requirements (see [D2.2.1]), a preliminary architecture of the global
PANOPTESEC system (see [D3.1.1]), and the Deficiency Analysis (see [D2.1.1]), the WP5 Partners
established a preliminary functional architecture of a Dynamic Risk Management Response System
(DRMRS) that defines its global objectives and scope.

The objectives of the establishment of a functional architecture of the researched DRMRS were
threefold:
- (i) identification of macroscopic functional modules to cover the scope of the sub-system
identified as the objectives of the WP5 in the [DoW2013] and refined during the Work
Package 3 PANOPTESEC system preliminary architecture establishment (see [D3.1.1]);
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- (ii) identification of WP5 Partners that would act as Prime and address each of the functional
modules during the Specialized Requirements collection phase;

- (iii) identification of WP5 Partners that would act as Contributor to each specific macroscopic
functional domains of the DRMRS during the Specialized Requirements collection phase;

This preliminary functional architecture of a DRMRS were established and reviewed during a
workshop that kicked-off the work of the WP5 in presence of other Work Package Leaders, Solution
Provider Partners of the WP5 and the User Partner (WP5 kick-off workshop #1, 11 and 12 March
2014, ALBLF premises, Nozay, France).

This preliminary DRMRS architecture, represented as a functional block diagram (i.e. with an
associated description of each functional blocks or module, possibly further decomposed in sub-
blocks or sub-modules), were maintained up-to-date during the Specialized Requirement collection
phase by the WP5 leader (ALBLF) regarding consistency (i) inside the WP5 with each Partners (ii)
outside the WP5, with other Work Package Leaders.

In order to validate the approach proposed and established in the preliminary DRMRS functional
architecture, several early mock-up prototyping of various concepts (e.g. Attack Graph or Path
generation, vulnerability management, Risk Assessment based on Elementary and Composite Risks,
Risk Profiles and break down analysis etc.) were developed, presented and debated during several
meetings: (i) within the WP5 between Partners (i.e. WP5 Kick-off meeting between 11 and 12 March
2014), (ii) to other work packages Partners (i.e. Operational Requirements Plenary, 15 and 16 January
2014, WP5 kick-off workshop #1, 11 and 12 March 2014), (ii) to External Advisory Board members
(i.e. External Advisory Board meeting #1, 5 May 2014), and outside the PANOPTESEC project (i.e.
NATO SAS-106 Symposium, 9 and 10 June 2014, Tallinn, Estonia).

Specialized Requirements collection

Based on the preliminary DRMRS functional architecture and the identification of WP5 Primes and
Contributors, a systematic process of collection and review of Specialized Requirements was initiated
and instantiated. The process was based on rapid time period of proposal and review on a fortnightly
basis, during which dedicated workshops and brainstorming took place between WP5 Partners or
between the WP5 Leader and other Work Packages Partners or Leaders to control the consistency
across the global PANOPTESEC system and its preliminary architecture. The process was decomposed
in several steps:

- A proposal period (usually 8 days), so that WP5 Partners could provide
- Additional functional domain descriptions;

- Specialized Requirements in each functional domain;

- Two days of Work Package Leader review and integration, before the publishing a new
version of the up-to-date Specialized Requirements document draft.

- A Partners’ review and revision period (usually 8 days), in parallel with the proposal period.
During this period, revisions of already proposed requirements and possibly evolution of the
functional architectures were possible (e.g. after dedicated brainstorming or workshop
meetings between the WP5 Leader, a domain Prime and possibly Contributing Partners).

This Specialized Requirement collection process was followed in order to issue a new
version/revision/draft of the WP5 Specialized Requirements document (i.e. D5.1.1) on a fortnightly
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basis to the WP5 Partners and the Project. This two weeks process of proposal and review enabled
the early review on drafts of the DRMRS Specialized Requirements.

2.3 Requirements analysis

A specific format for the Specialized Requirement is used. This format follows the format specified in
the RA Procedure as defined in the PANOPTESEC Project Handbook and provided by the Technical
Project Manager (TPM). The format fulfills the needs of requirement expression, management and
traceability in the PANOPTESEC research project. In order to be eligible as a valid Specialized
Requirement, each proposal has to provide understandable and convincing text in each of the
following fields of the specified format:

1. id: A unique identifier, that must be used for the traceability and management of the
requirement across the PANOPTESEC project;

2. Description: A plaintext description of the requirement. This description must make use of a key
word in capital letters used to express the requirement with a formulation that is as
unambiguous and precise as possible. The allowed key words are defined below;

3. Goal: Used to express the objective of the function addressed by the defined requirement;

4. MainPurpose: Used to describe the justification of a corresponding function that would cover
the requirement. It may give possible explanation concerning the context of the use of a function
that addresses the requirement. Example(s) of the use of the function may be provided as a
MainPurpose justification of the need fulfilled by the function.

5. Importance: The Importance value describes the importance of a requirement with respect to
the stakeholder needs and provides a means to measure the success of the PANOPTESEC project.
Importance is rated from 1 to 3. These three values are matched to the statements MAY (1),
SHOULD (2) and MUST (3) key words, where the key words are defined by [RFC2119].

6. Reachability: The Reachability describes the relative amount of research or development effort
that is estimated to fulfill the requirements, rated from 1 to 3. A level 1 reachability rating
requires integration of existing components; level 2 reachability rating requires specific
development then integration, and level 3 reachability rating requires research, specific
development and then integration.

7. Version: The Version provides a means to track changes to requirements and enables reference
to compare past versions with current versions for traceability.

8. Type: Defines the kind of requirement, which can be “Functional” or “Non-Functional”.

The formulation of the ‘Description’ field must adhere to good practices for requirements
statements including the following:

1. Clear: Consists of only a single requirement, easily read and understood by the stakeholders and
avoids subjective or open-ended terms;

2. Complete: Contains sufficient detail to define the system or software function;

3. Consistent: Uses the same formulation structure and has no conflict with or duplication of other
requirements;

4. Uniquely identified: Has a unique identification number;

5. Unambiguous: Must not be susceptible to multiple interpretations;

6. Important or relevant: Is either essential or desired to meet stakeholder objectives. The level of
importance should be clear to the reader using defined terms [RFC2119];

7. Reachable or appropriate to implement: Is possible to achieve with an appropriate amount of
effort even where that effort may require a combination of both advanced research and design
or implementation activities;

8. Verifiable (testable): Stated in such a way that it is possible to evaluate if the requirement has
been achieved by the implementation through inspection, analysis, test or demonstration;
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9. Free of implementation details: Does not prescribe a particular approach to design or
implementation.

In a PANOPTESEC Project perspective, two values are also associated with each established
requirement: (i) Importance, and (ii) Reachability.

Importance is defined by a numeric value in the ‘Importance’ field from 1 to 3, according to the
following scale:

- MAY: Represents ‘Importance’ value equal to ‘1’;
- SHOULD: Represents ‘Importance’ value equal to 2’; and
- MUST: Represents ‘Importance’ value equal to ‘3’.

The ‘Importance’ value will be used at the end of the project to assess the success of the
PANOPTESEC project. It will also be used all along the project and at especially at the end of each
iteration to prioritize research and development: Priority should be given to level 3 (MUST)
requirements, then to level 2 requirements (SHOULD), then to level 1 requirements (MAY).

The ‘Reachability’ field describes a rough estimate of the level of effort needed to fulfill the
requirement. It is rated from 1 to 3, according to the following scale:

- Level 1: Reachability requires integration of existing components;

- Level 2: Reachability requires specific component or sub-component development and
integration;

- Level 3: Reachability requires research, specific component or sub-component development and

then integration.

2.4 Requirements modelling

There are a variety of methods and mechanisms for modelling requirements in the domain of system
and software engineering. The decision is based largely on the scope and complexity of the project,
the skills and capabilities of the project team, and the familiarity or availability of specific tools.

In the case of the PANOPTESEC project, the requirements are modelled in SysML within the system
engineering repository using the Eclipse-based Papyrus software.

The system engineering repository is contained on a Subversion (SVN) server managed by the
University of Lubeck (UoL).

It is the responsibility of the WP3 Leader to ensure requirements models are maintained within the
system engineering repository. The WP3 Leader is supported by scientists and engineers from other
WPs within the project.

2.5 Requirements traceability and coverage

Requirements traceability refers to the ability to trace the satisfaction of requirements from source,
through derivation or refinement, into implementation, test and delivery. This traceability must be
bi-directional. That is, the fulfiiment of a preliminary objective, stated as a requirement should be
traceable to the resulting verified feature or set of features within the system or software solution.
Likewise a feature that is defined and verified within a system or software solution should be
traceable to a source objective.
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Requirements coverage refers to the degree of completeness that higher level requirements have
been satisfied by more detailed requirements or by system or software components or sub-
components. Complete coverage is the ideal, wherein all requirements are completely covered by
lower level requirements or system or software components. In practical terms, this is not always
possible. However, it is important for coverage to be demonstrated within design files such that the
impact of coverage that is less than 100% can be analyzed and the potential impact of missing
coverage understood.

In the case of the PANOPTESEC project, the requirements traceability is management in SysML within
the system engineering repository using the Eclipse-based Papyrus software.

The system engineering repository is contained on a Subversion (SVN) server managed by the
University of Lubeck (UoL).

It is the responsibility of the WP3 Leader to ensure requirements traceability is maintained within the
system engineering repository. The WP3 Leader is supported by scientists and engineers from other
WPs within the project.

2.6 Requirements validation

The validation of the Specialized Requirements for the Dynamic Risk Management Response System
envisaged within the WP5, rely on mechanisms at different stages of the Specialized Requirement
establishment process.

During the Specialized Requirement collection, the established and followed two weeks process for
proposal and review enabled:

- A preliminary validation of every proposed Specialized Requirements by the WP5 Leader
(also deliverable Editor of the D5.1.1 deliverable) on a regular basis, before the publishing in
the next draft issued every two weeks;

- Aregular review of the up-to-date list of Specialized Requirements by all other WP5 Partners
(including the User Partner), so that revision can be requested for the next period in the
process.

Note: systematic merger of Partners contributions by the Editor and revision marks (i.e. which kept
the originator of the revision using Microsoft Word revision features) were used during the whole
process to highlight evolutions between two successive draft revisions of the D5.1.1.

During the Specialized Requirement collection, assessment including the Importance, Reachability
and coverage over Operational Requirements expressed in the [D2.2.1] was provided for each
proposed Specialized Requirement by the Contributing Partners. This self-assessment was validated
by the Work Package Leader and Editor before the issuing of the next D5.1.1 draft revision scheduled
in the process.

Note: Workshops or meetings were done for the assessment of Specialized Requirements on
functional domains involving several Partners, between the Work Package Leader, the Prime and
Contributing Partners.
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At the end of the 3 months period during which the Specialized Requirements collection process took
place, a QA review process was followed for the final validation of the deliverable by the Consortium
and the issuing of a final version of the D5.1.1 deliverable representing the Requirements Baseline
(RB) for WP5.

2.7 Requirements management (including change control)

The Requirements Baseline (RB) represents a formal agreement between the stakeholder(s) and the
project team. As a formal agreement, the RB must not be changed, except through mutual
agreement by the stakeholder(s). Consequently, the RB is a Configuration Item (Cl) and any change
to the RB must follow the configuration management (CM) and change control (CC) procedure
described in the CM Plan. The CM Plan forms a part of the procedures and policies established under
the PANOPTESEC Project Handbook.

2.8 Quality assurance

2.8.1 Quality criteria

The QA in the PANOPTESEC project relies on the assessment of a work product (i.e. deliverable)
according to lists of QA checks (QA checklists) established by a QAM, validated at a Consortium level
and centralized in the Project Handbook [PH15].

For the purpose of the QA of the D5.1.1, the deliverable MUST be assessed according the following
checklists:

- PEER REVIEW (PR) QA CHECKLIST: the D5.1.1 deliverable is a report, it then requires a proper
peer review according to the checks defined in this checklist;

- REQUIREMENTS REVIEW (RR) QA CHECKLIST: the D5.1.1 deliverable is also a Requirement
document, it then requires the assessment of the checks including in this checklist.

Note: the two QA checklists that the WP5 MUST use during the QA validation process of the D5.1.1
are available on the Project SVN (https://gotika.ifis.uni-
luebeck.de/panoptesec/WP01/Project%20Handbook/Quality%20Assurance/QA%20Checklist
s).

2.8.2 Validation process

For the final validation of work products (i.e. deliverables) within the PANOPTESEC project, a final QA
review process MUST be used before the issuing of a final version.

This QA validation process follows the Quality Review Procedure established by the QAM and
validated by the Consortium in order to guarantee the high quality level of work products and to
validate its adequacy according to the defined quality criteria chosen and defined for each
deliverable (see Section 2.8.1). The Quality Review Procedure itself and the selection of the QA
Review Committee are described in the PANOPTESEC Project Handbook [PH15]. It is specifically
detailed in a PANOPTESEC Quality Review Procedure document available on the Project SVN
(https://gotika.ifis.uni-
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luebeck.de/panoptesec/WP01/Project%20Handbook/Quality%20Assurance/QA%20Procedu
re).

The QA validation process is scheduled in the QA Schedule [QAS15] managed by the QAM. And, the
detailed results obtained after the process took place are captured and stored in the Project log in a

Quality Review Summary Report also available on the Project SVN (https://gotika.ifis.uni-
luebeck.de/panoptesec/WP01/Project%20Handbook/Quality%20Assurance/QA%20Reports).
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2l PANOPTESEC

3. DYNAMIC RISK MANAGEMENT RESPONSE SYSTEM GENERIC DESCRIPTION

The functional view of the Response System for the Dynamic Risk Management that should help
Security Officers and Administrators to manage their ICT and ICS infrastructures, targeted within the
WP5 of the PANOPESEC project, is presented in Figure 1 (using the functional Block diagram
formalism).
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Figure 1 - Risk Management Response System functional block diagram

Policy Deployment (PDP)

In this diagram are illustrated the generic high-level functions that enable the three stages of a
Dynamic Risk Management which are:

- Situation Awareness (exploiting Attack Modeling): a commonly admitted generic definition is
given by Mica Ensley in [END1995] as “the perception of elements in the environment within a
volume of time and space, the comprehension of their meaning, and the projection of their
status in the near future “. This interprets in our perspective as the regrouped features that
enable a manager of monitored systems (i.e. ICT and ICS infrastructures) to grasp the global
threats and current ongoing attacks weighing on its systems, business functions, or missions at
any time, and project that status into the near future.

- Risk Assessment (exploiting Risk Modeling): identifies the features that enable a manager to
qualify and quantify the risks of any identified threat or ongoing attack; but, also the possible
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impacts and costs on the systems, business function, or missions that should result from the
activation and deployment of possible response mechanisms that mitigate these risks.

- Response Assistance (exploiting Response Modeling): encompass the features that propose
response possibilities to mitigate the identified risks, enable choice of the most suitable
response possibilities to reduce the identified risks below an admissible level, and then
compute the mitigation actions to be deployed on monitored systems.

3.1 Situation Awareness

3.1.1 Attack graph generation

The first step that enables assessment of the situation of a monitored system has the responsibility
to give an awareness of the possible threats that may affect it. Indeed, efficient Information Security
relies on an exhaustive identification of the scenarios that may cause unwanted or undesired
incidents or events on the monitored system. Security standards relying on Risk Assessment (e.g.
ISO27K series [ISO2013], ETSI TVRA [ETSI2006], NIST 800-30 [NIST2011], EBIOS v2 [ANSSI2011]) often
define threat as the possibility for an identified threat agent or source, to perform adverse actions
that exercise a vulnerability on identified assets of an organization. Assets are themselves relying on
technical parts of the ICT and ICS infrastructures usually referred to as supporting assets.

A convenient means commonly adopted in the cyber security domain to represent an attack scenario
is attack graphs. Various kinds of attack graphs have been proposed in the scientific literature in
order to represent at an abstract level (i.e. not a specific occurrence of an attack scenario, but rather
a template of a possible multi-steps attack) scenarios composed of several elementary attack steps
([JAJ2006], [SHE2002], [ING2006], [OU2004], etc.).

@)

15 (CVE-9)

CVE-1)

S(CYE-2)

7 (CWE-, CVE-8)

4 (CVE-S)
4 (CVE-5)
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Figure 2 - Example of a topological vulnerability exploit dependency attack graph

In attack graphs, the nodes usually represent attack actions while the edges represent the
dependency link or a causality relationship exists between attack actions. Figure 2 shows a fictitious
example representing a topological vulnerability exploit dependency attack graph. In this graph, the
nodes represent a device of the monitored system, identified by a unique identifier number, which
may be attacked by exploiting one or several of its current vulnerabilities, identified by their CVE
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identifier. This graph is topological because each node relates to a device of the monitored system.
The semantics expressed by such graph is the vulnerability exploit dependency between nodes.

In the Response System envisaged by the PANOPTESEC project, the purpose of the attack graph
generation (AGG) function is to compute automatically the most exhaustive list of possible attack
scenarios. The researched attack scenarios are those which may lead attackers from identified
potential entry points in the ICT and ICS infrastructures to supporting assets, by exploiting
successively several vulnerabilities on different devices of the monitored ICT and ICS infrastructures.
In order to establish those scenarios, the attack graph generation function should rely on an
algorithm which bases its process on an up-to-date knowledge of the network connectivity between
each piece of equipment of the monitored system (i.e. the network connectivity represents a list of
the possible level four network ports and protocols that allow two devices to communicate in both
ways). On another hand, the algorithm should also base its process on the knowledge of an up-to-
date vulnerabilities inventory (i.e. a list of all pieces of equipment in the infrastructure with the
exhaustive list of its current vulnerabilities).

In the architecture of the envisaged Response System, the attack graph generation is then the main
function supporting the proactive chain of treatment that enables generation of an accurate yet up-
to-date Situation Awareness of the monitored system.

Challenges exist in the field of attack graph generation. On the modelling perspective, the data
format of the connectivity should be designed in order to enable and ease the algorithmic process to
generate the list of attack scenarios in a reasonable time. But, the complexity usually derives from
tradeoffs between computation time and exhaustiveness of identified attack paths. Moreover,
regarding exhaustiveness, all known proposed algorithms are only considering monotonic attack
scenarios, or non-backtracking attacks (i.e. attack scenarios for which an attacker never returns to an
already compromised device), which is not always the case for the most dangerous attacks.
Definitely, in line with the efficiency of the attack graph/path generation, the frequency of the
generation, the conditions that may imply re-generation is needed, and the identification of possible
optimisation depending on these conditions should also be taken into account.

3.1.2 High-level Online correlation

The aim of High-level Online Correlation function (HOC) is to correlate information about low-level
alerts (i.e. alerts generated by sensors and IDSs in the monitored system and pre-processed by the
Data Collection and Correlation System), with vulnerabilities of the monitored system itself to
provide an accurate estimation of the possible on-going attacks [SMD2013].

To this aim, the HOC function takes mainly the following input on an online perspective: (i) the attack
graph of the system and (ii) streams of low-level alerts. From one side, the attack graph provides
“static” information about complex attack scenarios and identifies all the possible known attack
paths that an adversary may conduct to break the system; on the other side, low-level alerts provide
information about what is really happening in the system.

Each low-level alert corresponds to an observation while each node of the attack graph represents an
elementary attack action. Therefore a first component of the HOC (called herein the transformation
process) is in charge of transforming the attack graph representation into a set of correlation rules
[GLO2008] [TVM2004]. This mapping between observation and elementary action is performed once
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and offline. The correlation rules define for each elementary action of an attacker (vulnerability
exploit) the source and the target identified in the low level alerts. At runtime, these rules are used
by the second component of the HOC function (which implementation is usually called a correlation
engine). It correlates low level alerts to discover hidden or implicit temporal and spatial relationships
defining a possible attack pattern and tries to match such pattern on a known attack path.

The main issues arising in the design and development of a module that implements a HOC function
are:

- Scalability in terms of number of alerts that must be analysed. The number of alerts
generated within the monitored system may be huge due to its size, heterogeneity and
complexity. As a consequence, analysing alerts can be seen as a Big Data problem. A common
issue working with Big Data is the impossibility to use classical tools of data analysis, as data
cannot be stored in a classical relational database; in addition, the solution must be able to
provide outputs on-line as soon as alerts arrive. Thus, new solutions based on parallel and
on-line computations need to be investigated. Note that the correlation engine is concerned
by two scalability issues: it may be impacted both by an increase of the number of low level
alerts and also by an increase of the size of the correlation rules.

- Accuracy of the output. Attacks to critical infrastructures are becoming more and more
frequent and they are often overlapped in time (i.e., multiple attacks from different attackers
at different sources may be in place in the same time period) and space (i.e., different
attackers may try to compromise the same devices or the same “region” of the monitored
system). This makes the application of classical pattern matching techniques far from trivial
as multiple patterns may overlap making it difficult to detect them and the large number of
possible concurrent alerts may introduce a noise effect in the recognition. The accuracy of
the output depends on the mapping between observations and actions done during the
transformation process.

- Accuracy of the IDSs. It is well known that generating too much information is equivalent to
having no information if it cannot be organised and managed appropriately. To this aim, IDS
systems are tuned to raise alerts with a certain accuracy to avoid the generation of too many
false positives. However, this trade off has a drawback: important alerts may be missed. As a
consequence, we have to design a HOC module able to work with potentially incomplete
information due to the absence of alerts in the attack pattern to be detected.

- Possible lack of information about attack patterns. Attackers are becoming smarter and new
types of attack are always possible. As in the previous case, new attacks generate the lack of
necessary knowledge to understand what'’s going on in the monitored system.

In order to address these issues, within the PANOPTESEC project, we intend to research the use of
pattern matching and pattern recognition techniques. Concerning known attack patterns we plan to
design algorithms and heuristics that analyse generated inputs and dynamically estimate the
attack(s) that are more likely to be in place. An example of commonly used techniques is the
estimation with maximum likelihood. Concerning unknown attack patterns we envisage the
investigation of learning-based techniques that exploit the knowledge acquired during the system life
time to infer common behaviours to detect anomalous and unknown patterns.

3.1.3 Potential Attacks Identification

The Potential Attacks Identification function (PAIl) aims to extract useful information that may help to
identify new attack scenarios (after a complementary analysis performed by a system administrator)
or to update the set of already known attack paths (after a complementary analysis performed by
the AGG module).

D5.1.1 — Response System for Dynamic Risk Management Requirements 28 /107



FP7-610416-PANOPTESEC iy

www.panoptesec.eu PANOPTESEC

The PAIl function receives information only from the HOC module. More precisely, during the
correlation process, the incoming flow of low-level alerts is automatically subdivided into two
subsets. Some alerts do not help the recognition of an ongoing attack scenario (e.g. alerts not
belonging to an attack path or alerts included in an attack path but not included in a recent
sequence) and we call them “unused alerts”. Otherwise, an alert corresponds to an expected
elementary step in at least one of the identified attack paths: it is a “used alert”. Based on this
dichotomy the PAlI module performs additional investigations.

The PAI function is informed of all unused alerts. Unused alerts can be classified by the PAI module
according to different criteria (alert’s type and frequency, alert’s target and frequency, etc.). Among
the unused alerts, the PAI can also detect the existence of frequent patterns (e.g. sequences of a few
unused alerts). The PAI module is also in charge of identifying the unused alerts that are potentially
preceded by a missing alert [CM2002]. This detection can help to discover problems that affect the
deployed monitoring devices.

Used alerts may also be of interest for the PAI function. The HOC function must then report to the
PAI function any alert that allows progress within the detection of an ongoing attack but does not
correspond to a well-identified vulnerability. This information is checked and used to update a
knowledge base (new vulnerability or new characteristic of a monitoring device). On another hand,
each time a complete attack path is detected, the involved targets should also be transmitted to the
PAI function to enrich the knowledge base with identified new entry points or new targets. The
information of the knowledge base may be provided back to the Attack Graph Generation function to
update the attack graphs accordingly. Note that this accurate discovery of new entry points and new
targets can only occur when the correlation engine implementing the HOC function, monitors any
potential entry point and target (and not only those that are explicitly mentioned in the attack

graph).

The outcomes of the analysis performed by a PAI function may be logged and provided to a system
administrator or the AGG function. As one of the major objectives of alert correlation processes is to
reduce the number of meta-alerts that have to be analyzed, a module implementing a PAI function
must take into consideration avoidance of overwhelming the system (or administrators) with a huge
flow of low level alerts that have not been considered during the detection process even if these
alerts may help to identify and understand new ongoing phenomena.

The PAI function addresses the challenge of extracting some pertinent and concise knowledge from a
stream of unused (and consequently uncorrelated) low level alerts. Furthermore, as some outcomes
of the PAI are used by the Attack Graph Generation function to improve the attack graphs and as the
updated attack graphs are used later by the HOC function which, in turn, provides information to the
PAIl function, the resulting cyclic flow of information is original and requires additional research to be
mastered safely.

3.2 Risk Assessment

In order to take rational decisions, it is crucial to rely on a rational metric which, can be accurately
measured or assessed, is unambiguous, and which encompasses the full information available to the
decision maker. The objective of this rational metric is to remove and avoid the cognitive-bias which
may exist in any decision made by human beings.
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In many domains, like economics, energy, bank and insurance, homeland security, or even Defence;
Risk is the rational metric commonly used to support the decision making process.

3.2.1 Risk quantification

From the very early thoughts and works on a Risk Theory [HUY1657] [BER1738], the scientific
definition of risk has been established as “the expected value (i.e. in the mathematical sense) of a
probability function of events”. This can be interpreted as the mean value of the consequences of the
considered events, weighted by their probabilities. If we denote by e; the i event of a set / of n
events, which has a probability of occurring p;, with a probable consequence C;, the resulting risk r of
the events of / is valued by the following formula:

r=p; C+p, G+...+p, Gy = Z?:lpilci

Nowadays, several Security Controls Standards defines the Risk, and are applicable to general
domains like, economics, health, environment, homeland security, and information and systems
security:

- NIST 800-30 [NIST2013] defines the risk as “a measure of the extent to which an entity is
threatened by a potential circumstance or event, and typically a function of: (i) the
adverse impacts that would arise if the circumstance or event occurs; and (ii) the
likelihood of occurrence”;

- Similarly, ISO27K series [ISO2013] and ETSI TVRA [ETSI2006] define the risk as “potential
that a given threat will exploit vulnerabilities of an asset or group of assets and thereby
cause harm to the organization”.

In the model of Risk that is envisaged for the PANOPTESEC project, we then intend to express the
magnitude of a risk in terms of the combination of two dimensions:

- Likelihood,

- Impact

Those dimensions may be assessed, measured or computed (e.g. based on statistics of previous
occurrences of an event) on qualitative or quantitative scales (e.g. Turin scale ref). Based on the
values of those dimensions, an evaluation function f computes the risk:

Risk = f( Likelihood, Impact )

This risk evaluation function can be a 2-d crossing matrix, as proposed by Security Control Standards
like the ISO 27K series which provides a risk level in function of the discreet assessment of the two
dimensions on qualitative scales. In the case of the PANOPTESEC project, the intent is to research on
a quantitative, or hybrid model (i.e. part qualitative and part quantitative) and enable to use any kind
of function for f.

The purpose of the Risk Quantification function is then to take in charge all the computation of the
Risk dimensions defined in the considered model, in order to calculate through the risk evaluation
function f, on demand and as accurately as possible, the long-term risk values that weigh on the
Assets of the organization (i.e. evaluation of risks on a proactive perspective). But, its purpose is also
to compute the fluctuation of those risk values (i.e. of its dimensions) based on: (1) evolution of the
identified missions, businesses and policies of the organisation; (2) variations of the monitored
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system (e.g. architectural and topological evolutions, systems’ state, new discovered vulnerabilities);
(4) threats (e.g. new threat agent detected) and adversaries actions (e.g. progression of attackers on
identified attack scenarios) in order to reassess the risks on the reactive perspective; (5) responses
measures decided or envisaged to counter threats and adversaries’ actions.

In order to achieve these goals, the Risk Quantification function should rely on a model that
expresses the dependencies between Assets of the organization and identified threats. This model
should enable propagation of the Likelihood and Impact dimensions assessed at threat or technical
levels, up to the Assets of the organization. Within the PANOPTESEC project our aim is to rely on
attack graphs to link the threats and devices of the underlying technical infrastructures that support
Assets of the organization (i.e. Supporting Assets). A “dependency model” should provide the link
between adverse technical events (i.e. Detrimental Events), and the businesses (or missions) of the
organization (i.e. its Assets).

Within the PANOPTESEC project, we also envisage that the Risk Quantification function addresses the
computation of the risks on two different perspectives:

- The proactive perspective

- The reactive perspective

3.2.2 Likelihood assessment

Likelihood is one of the two dimensions of risk. It is mainly relevant to determine “how” the
associated risk is delivered. In other words, it depends on the presence of threat agents (i.e.
attackers) and the exposure of the monitored system to cyber attacks. State of the art methods rely
on previous statistical data to provide an approximate evaluation of the likelihood. If such data is
non-existent, which is often the case in the cyber security, then a Security Officer relies mainly on his
expertise during a risk assessment process in order to evaluate likelihood values. Obviously, such
manual evaluation is inaccurate, cumbersome to establish, and unsuitable for automated process
such as those that are envisaged in the PANOPTESEC project. Regarding the two perspectives in this
project (i.e. proactive and reactive), two types of likelihood are calculated and exploited:

- Likelihood of occurrence: this type is relevant to the proactive approach. It measures the
potentiality of occurrence of a possible attack scenario. This measurement depends
mainly on the monitored systems’ state such as its exposure, its topology and existing
vulnerabilities. Moreover, thanks to order relation over likelihood values, it allows
prioritization of attack scenarios with respect to their potentiality of occurrence.
Important to consider with this measurement, is the non-linear aspect of its perception
by humans. A characteristic that the likelihood of occurrence quantification has to
address at a stage in its computation.

- Likelihood of success: this type is relevant in the reactive part. It measures the
potentiality of success of an ongoing attack in the monitored system. Similar to the
likelihood of occurrence, the likelihood of success of an ongoing attack depends on the
current state of the system, as well as the (detected) progress of the attack in the
system. In other words, the alerts raised by IDS/IPS sensors, which are necessary to
determine the progress of an attacker, are needed to calculate the likelihood of success
of an ongoing attack scenario occurrence. The closer an attacker is to a critical asset, the
higher is the success likelihood. Therefore, the success likelihood allows the systems to
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prioritize ongoing attacks in order to address them. Similar to its proactive counterpart,
the non-linear aspect of the perception of the likelihood of success has to address at a
stage in its computation.

The main challenge to evaluate the likelihood of occurrence of potential attacks is the availability of
required information. Particularly, attack graphs are leveraged in order to model potential attack
scenarios. Hence, the topology, presence of vulnerabilities and their description, as well as other
information related to the technical system’s state, are crucial in order to calculate the Likelihood of
occurrence. For the success likelihood, in addition to previous information, accurate detection and
correlation systems are needed in order to follow the progress ongoing attacks. In particular,
detection and correlation systems should overcome false positives and false negatives issues to
ensure an accurate evaluation of ongoing attacks. As for the PANOPTESEC project the ambition is to
assess the likelihood on a quantitative scale, an important challenge to address is the ability to
compare likelihood values within the same perspective, but also between the two perspectives (i.e.
proactive and reactive).

3.2.3 Impact assessment

The impact is the second dimension of the risk and is defined as the magnitude of harm that is
expected to be perceived by an organization as a result of the consequences from unauthorized
disclosure, modification, destruction, unavailability, or loss of information [KIS11].

Two paradigms exist in the Risk Management domain to express the consequence magnitude of
detrimental events. On one hand, the impact magnitude may be assessed on a quantitative scale,
usually representing financial impacts of detrimental events. On another hand, the impact may be
expressed with a qualitative scale. However, qualitative levels of the scale must have a total order
relation in order to be able to base decisions on them. An example of a five levels qualitative scale
may be the following:

Extreme < High < Moderate < Low < None

Definitely, the impact of a detrimental event may also be expressed relative to the nature of its
consequences. A way of expressing such nature is to bind the consequences on security dimensions.
Commonly admitted natures for impacts on Information Systems are: Confidentiality, Integrity and
Availability (CIA).

In the proposed Response System, the purposes of the Impact assessment function are threefold:

- Threat Impact Assessment: has to assess the potential impact nature and magnitude caused by
identified events feared by the organization (i.e. Detrimental Events) that may occur following
the exploitation of possible attack scenarios;

- Response Operational Impact Assessment: has to assess the potential impact that efficient
Mitigation Actions, in term of mitigation of the assessed risks, may cause on the organization in
operational perspective.

- Response Financial Impact Assessment: has the goal to provide the assessment of the potential
impact that efficient Mitigation Actions, in term of mitigation of the assessed risks, may cause on
the organization in a financial perspective.
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Regarding the Threat Impact Assessment, we intend that the Impact Assessment function evaluates
each identified threat (i.e. Detrimental Events) with, (i) its nature expressed on the CIA dimensions,
and (ii) its impact magnitude. To assess those characteristics, we intend to rely on identified possible
and ongoing attack scenarios and a model of the links that may exist between them and the
businesses or missions of the organization (i.e. Assets). Therefore, a proper modelling of the
organization’s structure and Assets (i.e. its missions or business processes) is essential in order to
provide the Impact Assessment with, what we call, a “dependency model” between threats and
Assets of the organization. Within the PANOPTESEC project, we envisage to research how this
“dependency model” can be derived, from a formal modelling of the organization’s structure and
Assets, namely the Mission Graph (a part of the Mission Impact Module described within the purview
of the Work Package 4 of the PANOPTESEC project [D4.1.1]).

For the Response Operational Impact Assessment, we must consider that some Mitigation Actions,
while highly effective, might lead to an operational negative side-effect inside the network and
therefore onto a mission (e.g. the shut-down of a highly vulnerable server might reduce the risk of it
being exploited, however as the mission depends on this server, it highly affects the mission). The
Impact Assessment therefore has to assess these operational negative side effects, called the
Operational Impact, when given a hypothetical Response Plan (i.e. Response Plan may consist of
multiple Mitigation Actions). Similarly in the evaluation of the exposure of a system to threats which
may derive from an attack graph, the Operational Impact can be viewed as the exposure of the
system to adverse actions due to an Administrator managing the system’s Security. The Operational
Impact should then provide the impact assessment that the corresponding Response Plan may cause
on the organisation’s missions or business processes. It should also provide an operational impact
assessment at each layer that may be defined in the Mission Impact Module’s Mission Graph (see
[D4.1.1]). During the PANOPTESEC project, we intend to research on the need to take advantage of
any available system information on the monitored or protected systems (e.g. Configuration Files,
System Log Files, Traffic Dumps, PLC Dumps, Firewall Rules & Logs, Network Topologies, Security
Policy Information, Network Historian Information, roles and responsibilities of involved actors,
Alarm Response Policies & Logs) to enhance the accuracy of the Operational Impact of Mitigation
Actions and Response Plans.

The purpose of the Response Financial Impact Assessment is to support the quantitative model that
the PANOPTESEC project intends to use for decision-aided purposes within the Strategic Response
Decision function, called the Return On Response Investment (RORI). This RORI index estimates not
only the financial impact of security incidents (e.g. intrusions, attacks, errors), but also, the financial
impact of implementing a given countermeasure. The RORI index evaluates and selects security
countermeasures from a pool of candidates, by ranking them on a trade-off between their efficiency
in stopping the intrusion/attack, and their ability to preserve, at the same time, the best service to
legitimate users [GON13]. The Response Financial Impact Assessment then has to assess each
financial parameter, needed for the computation of the RORI index for a Response Plan composed of
multiple Mitigation Actions. The quantification of the RORI parameters only requires accuracy in their
relative values (not in absolute values). If all the parameters are estimated by a standard
methodology, the RORI evaluation should produce consistent and reproducible results.
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3.3 Response Assistance

The concept of Risk is tightly linked to the need to make choices under uncertainties. This question is
the central concern of Decision Theory, which is the theoretical foundation on which relies the
Response Assistance. Its purpose is to give a rational tool that enables a decision maker to identify
the best (or optimal) decision to take in the presence of uncertainties. In prescriptive decision
theories, the kind of theory on which most decision support systems base, the decision maker is
usually postulated to be ideal. This means that he is considered fully informed, rational, and able to
compute with perfect accuracy [ROE2012].

The Response Assistance stage of the DRMRS is a decision support system that can follow two
complementary approaches: strategic and tactical response proposals.

Strategic response relies on policy updates prior enforcement of new security requirements over
security equipment. Examples of this approach in the literature include [BAR99; MONOO; BLAO4;
ABOO5; AUT09; HAC13; GON14]. The use of formal methods in these approaches helps at
guaranteeing a global deployment that is free of anomalies. It also provides the necessary means to
prove the achievement of requested properties prior to enforcement.

Tactical response is an intermediate level between long-term policy enforcement and short-term
implementation of actions from a library of proven tactics. Examples of this approach in the
literature include [CUP06; LABO7; KAN10; KAN11]. The goal is to ensure an always formally proved
scenario before the concrete deployment. The use of model checking can be used to verify the
possibility of temporary topology updates such as transformation of traffic flows (e.g., routing
mitigation), filtering of traffic (e.g., access control) and alteration of equipment (e.g., patching).

According to these two established terms in the literature, the PANOPTESEC system will use strategic
response as the primary mechanism for the enforcement of proactive mitigation, and tactical
response for the enforcement of reactive mitigation. This way, strategic proactive response will fully
rely on policy-driven mitigation, for the enforcement of long-term system changes with prior
validation by human operators. Tactical reactive response will be in charge of short-term local
actions, and can also benefit from a priori definition of security contextual policies that can later be
activated and enforced upon the system. The combination of both approaches aims at handling both
system vulnerabilities and ongoing attacks. We present in this section the core functionality elements
and characteristics of both approaches.

Note that, for clarity reasons, we separate strategic proactive mitigation in two parts: (i) the Strategic
Response Decision (SRD) function in itself; and, (ii) a sub-function for the specific purpose of Security
Policy Instantiation (SPI), as depicted in Figure 1. In this representation, SRD conducts the process of
computing of a given return on investment index for each mitigation action or response plan. While,
SPIl is a policy-driven process based on the OrBAC model (cf. deliverable 2.1.1 [D2.1.1] for a
description of OrBAC and its detailed expected application within the PANOPTSEC project), which
conducts the instantiation of abstract OrBAC policies, via Abstract Strategic Response Policy
Contexts, into concrete mitigation policies.
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3.3.1 Strategic Response Decision

Strategic Response Decision relies on policy-driven mitigation. It handles identified risks and provides
mitigation actions (validated by human operators in the end) on a long-term proactive perspective.
Multiple mitigation actions are evaluated using a return on response investment (RORI) index
[GON13]. The RORI index is a relative security metric that indicates the level of benefit perceived if a
given mitigation action is enforced. The input parameters for the RORI calculation are of two kinds:
fixed parameters include the Annual Infrastructure Value (AlV), which depends on the system and
corresponds to the fixed costs that are expected on the system regardless of the implemented
countermeasure; and the Annual Loss Expectancy (ALE), which characterizes the intrusion or attack,
and refers to the impact cost that is produced in the absence of countermeasures; variable
parameters include the Risk Mitigation (RM), which represents the effectiveness of an action in
mitigating the intrusion or attach, and the Annual Response Cost (ARC), which expresses the costs
related to a given mitigation action. RORI is calculated according to the following equation:

RORI — (ALE x RM) — ARC 100
B ARC + AIV

The quantification of the parameters composing the RORI model is a task that requires expert
knowledge, statistical data, simulation, and risk assessment tools. The ultimate goal is to select the
candidate response set that provides the maximal positive RORI index.

The main challenge of using a cost sensitive metric like RORI is accuracy. There are many
assumptions taken while analyzing every mitigation action. Results are as accurate as the forecasts of
loss event frequencies on which they rely, and today these forecasts use best guesses rather than
guantitative models. In addition, a great level of subjectivity is considered while estimating
parameters such as benefits and importance of the investment in the RORI model. This latter relies
on parameters such as the costs and benefits of a security solution. In general, the costs of
countermeasures are rather easily defined, in contrast with their benefits, since it requires
predictions of an event that has not yet occurred. However, this issue is of less importance when the
ratio is used for relative comparisons.

3.3.2 Security Policy Instantiation

The instantiation of security policies will be performed via the Organization-based Access Control
(OrBAC) model [ABOO3, MIEO5]. OrBAC allows modelling abstract security policies to organizational
entities (e.g., organizations, roles, activities, views, contexts), as well as concrete security policies to
instantiated entities (e.g., subjects, actions, objects). More information about the OrBAC model and
its expected application with the PANOPTSEC project are available in Deliverable 2.1.1 [D2.1.1].

OrBAC contexts are used to define the security policies that apply in a given scenario, for instance,
default context (i.e., an operational context in the absence of attacks that will set up the permissions
and prohibitions by default) and attack context (i.e., a prerequisite context that triggers the selection
of countermeasures). Such contexts are activated or deactivated according to the received alerts.

Placed outside the scope of the Dynamic Risk Management Response System, a policy deployment
component will translate the OrBAC concrete rules into enforcement point configurations. The use of
general-purpose transformation functions are expected to guarantee the eventual deployment into
security devices such as network access and usage control equipment.
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A challenge that is intended to be addressed by the project is the association of the RORI index with
strategic mitigation policies approaches (relying on OrBAC) on a proactive perspective. Preliminary
works [GON13, GON14] already reported the combination of RORI with OrBAC for the enforcement
of strategic mitigation policies but on a reactive perspective (i.e. only based on extraction of data
from intrusion detection alerts).

3.3.3 Tactical Response Decision

While the Strategic Response Decision envisages identified risks mitigation on a long-term proactive
perspective, detection of ongoing attacks’ progressions towards critical Assets of the organization
may increase the value of some identified risks beyond an acceptable level. Moreover, detection of
new attackers may raise new risks, if the detected entry point of this new attacker is not a node of an
already computed and monitored attack graph for instance. In these cases, a reprioritization of the
risks that should be addressed needs to be performed and mitigation actions have to be taken with
this new reactive perspective. This is the main function of the Tactical Response Decision, which
obviously has to coordinate its decided tactical mitigation actions with the strategic response
measures established by the Strategic Response Decision.

The Tactical Response Decision function is then responsible for deciding which of the risks quantified
with a reactive perspective (i.e. reactive risks) have to be addressed by the Response System. It also
has to issue the decision of the mitigation actions chosen to mitigate the reactive risks in the most
efficient manner.

For this purpose, the decision should be continuously processed by relying on:

- An up-to-date quantification of the risks at any-time, based on the current state of
progression of the identified attackers in the monitored system;

- An identification of the possible mitigation actions, chosen among a library of authorised
mitigation actions, which can mitigate the identified and quantified risks. This mitigation
should be done by preventing the progress of identified attackers along attack scenarios,
as computed/monitored by the High-Level Correlation function;

- An evaluation of the Return On Response Investment of the different combinations of
possible mitigation actions;

- The assessment of the Operational Impact (i.e. collateral damages) of identified possible
mitigation actions to be deployed on the monitored system.

In order to accomplish its function, the Tactical Response Decision will have to consider several
issues. Indeed, parameterisation of the function is probably needed. Some thresholds (which may be
complex expressions, implying several systems’ variables) need to be fixed: first, to define the risk
level and value above which it is appropriate to decide tactical response measures; second, to know
the targeted level of residual risks. Moreover, as the PANOTESEC system is envisaged as a decision
support system, interactive validation of the decisions by human administrators will have to be
considered. Definitely, conflicts between the Strategic and Tactical decisions will necessarily occur.
The possibility to rely on the same formal policy language (i.e. OrBAC) to express both tactical and
strategic responses should be considered, so that conflicts can be managed at the Strategic Response
Decision and Security Policy Instantiation levels.
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4. SPECIALIZED REQUIREMENTS

The section presents the Specialized Requirements of the Dynamic Risk Management Response
System which is envisaged in the context WP5 of the PANOPTESEC project.

The requirements are organized in several groups, one for each function identified in the preliminary
high-level functional architecture described in section 3, and one for the general purpose
requirements that are not linked to a specific function but to the global DRMRS.
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4.1 General

Functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.GEN.R1 | The Dynamic Risk Provide a classification of The same vulnerability may affect different devices in 3 2 2
Management Response vulnerabilities according the monitored system but, depending on where the
System MUST be able to to the level of risk that device is placed and how it is connected to the rest of
evaluate the risk deriving they represent for the the system, the same vulnerability may be or may not
from the exploitation of monitored or protected be a threat. The PANOPTESEC system MUST help
existing system system. Security Administrators and Officer prioritizing the
vulnerabilities. most urgent vulnerabilities to address based on the
risk level they represent for the monitored or
protected system.
WP5.GEN.R2 | The Dynamic Risk Acquire relevant IDSes continuously provide a large number of alerts, 3 2 2
Management Response information from the low- | including false positive and false negative. Such events
System MUST be able to level correlation process are pre-correlated at the low-level generating a
process streams of data in to understand the stream of low-level alerts. Such low-level alerts MUST
(near) real-time. situation in the monitored | be finally collected, filtered, aggregated and analysed
or protected system. at a higher level to understand what is really
happening in (near) real-time.
WP5.GEN.R3 | The Dynamic Risk Help Operators to take a Security Administrators and Officer SHOULD be 2 2 2

Management Response
System SHOULD be able to
suggest efficient Mitigation
Actions to an operator of the
PANOPTESEC system.

decision having all the
necessary information on
the situation.

assisted in order to urgently decide which actions are
the most appropriate to mitigate an attack and limit
the damage on the organization.




FP7-610416-PANOPTESEC
www.panoptesec.eu

Non-functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.GEN.R4 | Modules implementing the Ensuring availability and Currently, most of the reactive response systems 2 3 2
various functions of the performance of the need human intervention. Thus, their reaction
Response System for the Response System for the time may be in the order of day(s). The
Dynamic Risk Management Dynamic Risk PANOPTESEC Dynamic Response System has to
SHOULD be designed to be able Management. react timely (i.e. decreasing the reaction time from
to scale in terms of performance days to minutes) to potential on-going attack
with respect to the volume of scenarios. PANOPTESEC modules implementing
their inputs. such Response System should not incur
performance degradation with respect to a normal
behaviour when handling unusual large volume of
alerts (e.g., thousand of events per second).
WP5.GEN.R6 | The Dynamic Risk Management Having a fault tolerant During the PANOPTESEC system lifetime it may 2 2 1
Response System SHOULD be Dynamic Response System | happen that some of its modules stop to work.
able to tolerate failures in any of | (i.e., a system able to The module itself has to be able to tolerate such
its components. work even experiencing temporary unavailability and should be able to
faults in some of its automatically recover form the failure in the order
components). of minutes.
WP5.GEN.R5 | Module implementing the Ensure the continuity of Failures are unavoidable events in every 3 1 2
various functions of the the monitored or environment. The PANOPTESEC system will co-
Response System for the protected systems in case | exist together with a running operational
Dynamic Risk Management of a failure or a environment from which it receives input and on
MUST not adversely impact the compromising of the which it can act to limit possible on-going attacks.
monitored or protected systems | Response System. One or several modules of the Dynamic Response
when experiencing a failure. System may stop unexpectedly at any time due to
failures or compromising. If this happens, the
operational environment must continue to work
as if the PANOPTESEC system was not installed.
WP5.GEN.R7 | The format of data object Making inter-component Any PANOPTESEC module may be implemented by | 2 3 1

exchanged in the system
SHOULD be structured (e.g.
JSON) and defined according to
the PANOPTESEC data model

communication
interoperable.

a different team using different programming
languages and programming styles. However,
regardless the internal development style, any
module must be able to exchange data with other
modaules.
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4.2 Attack graph generation

Functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.AGG.R1 | The Attack Graph Generation MUST Maintain at any time a Several (i.e. independent or not) systems | 3 1 2
retrieve the most up-to-date prioritized | prioritized list of all the (i.e. under the same or different
list of monitored systems (supporting monitored systems administrative domains) may be under
assets) that an organization wants to (supporting assets) for monitoring with regard to the security in
monitor/protect, from a module of the | which the attack paths have | an organization. Depending on the
PANOPTESEC system maintaining this to be computed. Assets and assessment from executives
knowledge (e.g. the Mission Impact of the organization, the monitoring or
Module). protection of some of them may be a
priori more important than others. This
assessment and the list of systems itself
may evolve depending on prioritizes and
missions of the organization, the Attack
Graph Generation must be kept
informed of any changes in the list.
WP5.AGG.R2 | The Attack Graph Generation MUST Maintain the up-to-date During the lifecycle of systems, 3 2 2

retrieve the most up-to-date
reachability information for every
monitored systems in an organization,
in a structured way (i.e. the list of
protocols and ports authorized
between each pair of nodes of the
infrastructure in one direction and the
other, including the list of nodes
enabling the communication in-
between), from a module of the
PANOPTESEC system maintaining this
knowledge.

reachability structures for
every monitored systems.

modification of the possibility for nodes
of infrastructures to communicate
through networks may occur (e.g.
routing modification due to routing
protocols when gateways state changes,
switching due to the isolation of nodes
in the infrastructure, new filtering rules
enforcement on firewalls, etc.). It is then
necessary to be able to be informed on a
regular basis, of those changes in the
reachability of each systems under
monitoring or protection in an
organization.
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WP5.AGG.R3 | The Attack Graph Generation MUST Maintaining a list of During the lifecycle of a system,
retrieve the most up-to-date vulnerabilities for each node | modification of the vulnerabilities
vulnerabilities inventory information of the monitored systems, existing on nodes of the infrastructure at
for every system to be considered in an | with the most up-to-date a given time may occur (e.g. new
organization, in a structured way (i.e. state of exploitability discovered vulnerabilities,
for each node: the list of vulnerabilities, | information. disappearance of patched
protocols or ports, and the level of vulnerabilities, supposed existence of 0-
privilege required to exploit it; together day vulnerabilities on suspect nodes,
with, protocols or ports, and level of etc.). It is then necessary to be able to
privilege gained if successfully obtain the up-to-date list of
exploited), from a module of the vulnerabilities to be considered for each
PANOPTESEC system maintaining this node of the monitored systems, on a
knowledge. regular basis.

WP5.AGG.R4 | The Attack Graph Generation MUST Maintain on a regular basis During the lifecycle of a monitored

retrieve the most up-to-date prioritized
list of Entry Points associated to the
monitored system, from which
attackers may begin an Intrusion, from
a module of the PANOPTESEC system
maintaining this knowledge (e.g. the
Mission Impact Module).

the up-to-date and
prioritized list of potential
Entry Points associated to
every monitored or
protected ICT systems.

system, the assessment of the most
probable points in monitored ICT or ICS
infrastructures from where attackers
may start an intrusion may change (e.g.
security expert assessment may evolve,
evolution of the infrastructure may
create new weaknesses in the
architecture like the creation of an invite
WiFi DMZ, etc.). It is then necessary to
be able to obtain the up-to-date list of
Entry Points to be considered for attack
path generation, on a regular basis. As
the computation of attack paths may be
a time consuming task, prioritizing the
most probable Entry Points could help in
prioritizing the attack paths list
establishment.
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WP5.AGG.R5 | The Attack Graph Generation MUST Maintain regularly an up-to- | In monitored systems of an organization,

retrieve the most up-to-date prioritized | date and prioritized list of some devices are supporting the

list of critical devices (Supporting Supporting Assets (i.e. delivery of critical services or the storage

Assets) of every monitored systems critical devices) that are of critical information. Those devices,

that an organization absolutely does critical for the organization usually called Supporting Assets, are

not want to see compromised by in every monitored systems. | those that the organization absolutely

potential attackers (e.g. devices does not want to see compromised at

supporting the most critical Assets of all. During the lifecycle of monitored

the organization), from the module of systems, the list of those devices may

the PANOPTESEC system maintaining evolve (e.g. when new critical services

this knowledge (e.g. the Mission Impact are deployed, when evolution of the ICT

Module). architecture occurs, when an
organization reassess and modify its
priorities or missions etc.). It is then
necessary to be able to obtain the up-to-
date list of those devices to be
considered for attack path generation,
on a regular basis. Note that, the
evolution of those Supporting Assets
should be slow or at least with a fixed
frequency or planned basis.

WP5.AGG.R6 | The Attack Graph Generation MUST Determine all possible In order to assess risks on an

compute as accurately as possible, the
possible attack paths (i.e. direct and
backtracking attack paths), which an
attacker could use by exploiting
vulnerabilities existing on devices (i.e.
nodes) of each monitored system in the
organization, from all identified Entry
Points up to all known Supporting
Assets .

attack paths that may exist
in every monitored system.

organisation of possible and ongoing
attacks, it is necessary to identify the
most exhaustively the possibilities of
attackers to intrude in the monitored
systems, which would enable them to
reach a device supporting an Asset of
the organization (i.e. a Supporting
Asset). Those intrusions may occur by
using a direct attack path (i.e. monotonic
attack scenarios that always progress by
compromising new nodes of the
monitored system at each step) or a
backtracking attack path (i.e. a non
monotonic attack scenario, in which
already compromised nodes may be
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attacked again to enhance an intruder’s
privileges). Identification of attack
scenarios will also enable evaluation of
possible corrective actions.

WP5.AGG.R7 | The Attack Graph Generation SHOULD Maintain at any time the Rapid modification of the possibility for
receive at any time the most up-to- most up-to-date reachability | nodes of the infrastructure to
date reachability information of a structure state for a communicate through the network may
monitored system, in a structured way monitored system. occur (e.g. routing modification due to
(i.e. the list of protocols and ports routing protocols when gateways state
authorized between each couple of changes, switching due to the isolation
nodes of the infrastructure in one of nodes in the infrastructure, new
direction and the other, including the filtering rules enforcement on firewalls,
list of nodes enabling the etc.). In order to track as accurately as
communication in-between), from the possible the ongoing attacks and try to
module of the PANOPTESEC system address them with corrective actions, it
maintaining this knowledge. is necessary to be informed as soon as
possible of these changes by the
external module of the PANOPTESEC
system maintaining this knowledge.
WP5.AGG.R8 | When the reachability of a node within | (Re-)Determine all possible Modification of the reachability

a monitored system has changed, the
Attack Graph Generation SHOULD (re-
Jcompute, as accurately as possible, the
possible attack paths (i.e. direct and
backtracking attack paths), which an
attacker could use by exploiting
vulnerabilities existing on devices (i.e.
nodes), from all identified Entry Points
up to all identified Supporting Assets
associated to this monitored system.

attack paths for a
monitored system when
changes of its reachability
have occurred.

occurring at any time may open new
possibilities for attackers to exploit
existing vulnerabilities and intrude in the
monitored system toward reaching a
device supporting an Asset of the
organization (i.e. a Supporting Asset).
Those intrusions may occur using a
direct attack path (i.e. monotonic attack
scenarios that always progress by
compromising new nodes of the
monitored system at each step) or a
backtracking attack path (i.e. a non
monotonic attack scenario, in which
already compromised nodes may be
attacked again to enhance an intruder’s
privileges). In order to track as
accurately as possible the ongoing
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attacks and try to address them with
corrective actions, a (re)-computation of
the attack paths should take place as
soon as changes in the reachability for a
monitored or protected system occur.

WP5.AGG.R10 | The Attack Graph Generation SHOULD Maintain at any time a list New vulnerabilities for devices of a
receive at any time the most up-to- of vulnerabilities for each monitored or protected infrastructure
date vulnerabilities inventory nodes of a monitored may be discovered at any time. And, this
information for a monitored system, in | system with the most up-to- | may potentially open new possibilities to
a structured way (i.e. for each node: date state of exploitability attackers for intrusions. In order to track
the list of vulnerabilities, protocols or information. as accurately as possible ongoing attacks
ports, and the level of privilege and try to address them with corrective
required to exploit it; together with, actions, the Attack Graph Generation
protocols or ports, and level of privilege should receive new vulnerabilities, as
gained if successfully exploited), from soon as possible, from the external
the module of the PANOPTESEC system module of the PANOPTESEC system
maintaining this. maintaining this knowledge.

WP5.AGG.R10 | When the inventory of vulnerabilities (Re-)Determine all possible Modification of the nodes’

for the nodes of a monitored system
has changed, the Attack Graph
Generation SHOULD (re-)compute, as
accurately as possible, the possible
attack paths (i.e. direct and
backtracking attack paths), which an
attacker could use by exploiting
vulnerabilities existing on devices (i.e.
nodes), from all identified Entry Points
up to all identified Supporting Assets
associated to this monitored system.

attack paths (i.e. attack
scenarios) for a monitored
system when changes in the
inventory of vulnerabilities
for one or several of its
nodes have occurred.

vulnerabilities inventory of a monitored
system may create new possibilities for
attackers (i.e. new attack paths) to
intrude toward reaching a device
supporting an Asset of the organization
(i.e. a Supporting Asset). Those
intrusions may occur using a direct
attack path (i.e. monotonic attack
scenarios that always progress by
compromising new nodes of the
monitored system at each step) or a
backtracking attack path (i.e. a non
monotonic attack scenario, in which
already compromised nodes may be
attacked again to enhance an intruder’s
privileges). In order to track as
accurately as possible the ongoing
attacks and try to address them with
corrective actions, a (re)-computation of
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the attack paths should take place as
soon as changes in the inventory of the
vulnerabilities for a monitored or
protected system occur.

WP5.AGG.R11 | The Attack Graph Generation MAY
receive (e.g. from the Potential Attack
Identification Module) the list of nodes
of a monitored system that have been
observed as source nodes of attacks,
and which are not currently identified
as Entry Points of currently computed
possible attack paths.

Maintain at any time a list
of additional potential Entry
Points that derives from the
observation of real attacks
on a monitored system.

During the operation of a monitored
system, the High Level Online Alert
Correlation function that traces the
progress of observed attackers along
possible attack paths, may receive
intrusion alerts from IDS/IPS probes for
which the source of the elementary
attacks are not currently identified in
one of the computed attack paths by the
Attack Graph Generation. If these alerts
are considered as a “true positives” (e.g.
because low level correlation modules of
the PANOPTESEC system are responsible
for issuing only this kind of attacks to the
HOC) these nodes may be new Entry
Points for attackers in the system. In
order to track as accurately as possible
the ongoing attacks and try to address
them with corrective actions, the Attack
Graph Generation may be informed of
potential additional Entry Points, as soon
as possible, by the external module of
the PANOPTESEC system in charge of
extracting this knowledge (e.g. The
Potential Attack Identification module).
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WP5.AGG.R12

When the list of additional potential
Entry Points associated to a monitored
system has changed, the Attack Graph
Generation MAY compute, as
accurately as possible, the possible
attack paths (i.e. direct and
backtracking attack paths), which an
attacker could use by exploiting
vulnerabilities existing on devices (i.e.
nodes), from all new additional
potential Entry Points up to all
identified Supporting Assets associated
to this monitored system.

Determine all possible
attack paths (i.e. attack
scenarios) for a monitored
system starting from the
most up-to-date list of
additional potential Entry
Points.

New potential Entry Points for attackers
in a monitored system may be detected.
This may create new possibilities for
attackers (i.e. new attack paths) to
intrude toward reaching a device
supporting an Asset of the organization
(i.e. a Supporting Asset). Those
intrusions may occur using a direct
attack path (i.e. monotonic attack
scenarios that always progress by
compromising new nodes of the
monitored system at each step) or a
backtracking attack path (i.e. a non
monotonic attack scenario, in which
already compromised nodes may be
attacked again to enhance an intruder’s
privileges). Additionally, some of the
entries in the potential additional Entry
Points list may disappear (e.g. a HOC
determined that they are definitely
deriving from false-positive IDS/IPS
elementary alerts previously considered
as true-positive). In order to track as
accurately as possible the ongoing
attacks and try to address them with
corrective actions, a (re)-computation of
the attack paths may take place as soon
as the additional Entry Points list
changes for a monitored or protected
system.
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| PANOPTESEC

WP5.AGG.R13 | The Attack Graph Generation SHOULD Compute attack paths with During the computation of attack paths
stop an attack paths generation the most up-to-date input for a monitored system, modification of
process on request, before the end of information at any time. input of the Attack Graph Generation
the computation of all attack paths for process spontaneously reported (e.g.

a monitored system. change in the reachability, of the
vulnerabilities inventory, of additional
potential Entry Points etc.), may need to
be urgently taken into account. In order
to rapidly track the new possibilities of
attackers to compromise the system, the
Attack Graph generation should be able
to stop a current computation process
and restart it as soon as possible with
the most up-to-date input information
required by the attack paths generation.

WP5.AGG.R14 | The Attack Graph Generation MUST Notify, as soon as possible, Other functional blocks of the
notify other PANOPTESEC modules modules of the PANOPTESEC system use the list of
about changes in the list of generated PANOPTESEC system attack paths to produce their own
attack paths for a monitored system requiring it, the most up-to- | results. As the attack path generation
has changed. date prioritized list of all process for a monitored or protected

possible attack paths system produces regularly a more up-to-

computed for a monitored date list of attack paths, it is necessary

system. to inform those functional blocks of its
availability and that they should take
them into account.

WP5.AGG.R15 | The Attack Graph Generation SHOULD Serve on demand modules Some functional blocks of the

provide to modules of the PANOPESEC
system requesting it , with the most up-
to-date prioritized list of attack paths of
a monitored system.

of the PANOPTESEC system
requesting it, with the most
up-to-date prioritized list of
all possible attack paths
computed so far for a
monitored system.

PANOPTESEC system may need a list of
the most up-to-date attack paths to
produce their own results at any given
time and, cannot wait until the next
scheduled time for the Attack Graph
Generation to send them the up-to-date
list of attack graphs. In such case, they
may need to be able to require on
demand to the Attack Graph Generation
the current list of the most up-to-date
attack paths computed so far.
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WP5.AGG.R16 | The Attack Graph Generation MAY Maintain at any time an up- | During the operation of a monitoring
receive a list of additional previously to-date list of additional system, the High Level Online Alert
unidentified vulnerabilities potentially supposedly existing Correlation that trace in the
existing on nodes of a monitored vulnerabilities on nodes of a | PANOPTESEC system the progress of
system which are not currently monitored system. observed attackers along possible attack
identified in the regular vulnerabilities paths, may receive intrusion alerts from
inventory, from a module of the IDS/IPS probes for which the target
PANOPTESEC system responsible of the nodes are currently identified as not
establishment of this knowledge. vulnerable to the kind of elementary

attacks related in the alerts. This kind of
alerts may be assessed by a module of
the PANOPTESEC system to determine if
unknown vulnerabilities (e.g. 0-day
vulnerabilities) for these target nodes
should or should not be considered for
the generation of attack paths. If this is
the case, the Attack Graph Generation
should be able to receive from a module
of the PANOPTESEC architecture the
supposedly new vulnerabilities with
their exploitability characteristics.

WP5.AGG.R17 | The Attack Graph Generation MAY Determine additional Possible attack paths may not be

compute, as accurately as possible, the
additional possible attack paths (i.e.
direct and backtracking attack paths),
which an attacker could use by
exploiting (i) vulnerabilities existing on
devices (i.e. nodes) (ii) plus the
additional previously unidentified
vulnerabilities potentially existing on
devices of a monitored system, from all
identified Entry Points up to all
identified Supporting Assets associated
to this monitored system.

possible attack paths that
may exist in a monitored
system taking into account a
list of additional supposedly
existing vulnerabilities on its
nodes.

computable based on the knowledge of
vulnerabilities existing on nodes of a
monitored system. This may be because
of the existence of unknown
vulnerabilities (i.e. 0-day vulnerabilities)
on some nodes. In some cases, modules
of the PANOPTESEC system may make
supposition of the existence of unknown
vulnerabilities and their exploitability
characteristics on nodes of this system
(e.g. based on the processing of specific
alerts issues by IDS/IPS sensors,
statistical data, etc.). Based on this
knowledge, the list of attack paths
computed by the Attack Graph

D5.1.1 — Response System for Dynamic Risk Management Requirements

48 /107




FP7-610416-PANOPTESEC
www.panoptesec.eu

Generation module may be augmented
by additional attack paths.

WP5.AGG.R20 | The Attack Graph Generation MAY Maintain at any time an up- | During the operation of a monitoring 1 2 2
request necessary information of to-date list of additional system, the High Level Online Alert
exploitability (i.e. for each vulnerability: | supposedly existing Correlation that trace in the
supposed protocols or ports, and vulnerabilities on nodes of a | PANOPTESEC system the progress of
supposed level of privilege required to monitored system. observed attackers along possible attack
exploit it; together with, supposed paths, may receive intrusion alerts from
protocols or ports, and supposed level IDS/IPS probes for which the target
of privilege gained if successfully nodes are currently identified as not
exploited) for supposedly existing vulnerable to the kind of elementary
vulnerabilities on nodes of a monitored attacks related in the alerts. This kind of
system, from a module of the alerts may be assessed by a module of
PANOPTESEC system responsible of the the PANOPTESEC system to determine if
establishment of this knowledge. unknown vulnerabilities (e.g. 0-day
vulnerabilities) for these target nodes
should or should not be considered for
the generation of attack paths. If this is
the case, the Attack Graph Generation
will request from a module of the
PANOPTESEC architecture, exploitability
characteristics of the supposedly new
vulnerabilities to be able to take them
into account in the attack graph
generation process.
Non-functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.AGG.R18 | The Attack Graph Generation SHOULD Scale the possible attack During the lifecycle of and operation ofa | 2 3 1

determine the possible attack scenarios
between an Entry Point and a
Supporting Asset in minutes, for a
monitored system topology composed
of several hundreds of distinct nodes
(including routing, firewalling and

scenarios generation
process to a medium size
monitored system (i.e. up
to 500 distinct nodes).

monitored system, the vulnerabilities
are usually discovered and published on
a daily basis. Moreover, the patching of
servers may take several days, or even
weeks. To enhance the state-of-the-art
on vulnerability management, the
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terminal devices).

assessment of possible attack scenarios
on a monitored system should be as fast
as possible.

WP5.AGG.R19 | The Attack Graph Generation SHOULD Protect the critical The information provided by other 2 2 1
protect the Vulnerability Inventory, the | information of monitored modules of the PANOPTESEC system for
identified Entry Points and Supporting or protected system during | the purpose of the possible attack
Assets, the Reachability and computed runtime and storage. scenarios generation, as well as the
possible attack scenarios of each system computed possible attack scenarios are
it monitors or protect, both within the critical for the organisation. This
process memory or during their information could be hijacked by
external storage, from unauthorized attackers to threaten the most
disclosure. important assets of their target. The
Module that handles and produces this
kind of information should apply
software tamper resistant techniques to
protect it during the computing process
(e.g. obfuscation) or in case of storage of
the information (e.g. ciphering) to
prevent attackers’ attempts to access it.
4.3 High-level Online correlation
Functional requirements
Id Description Goal MainPurpose Importance | Reachability | Version
WP5.HOC.R1 | The HOC module MAY provide a Provide to the Risk Quantification | In order to react to on-going attacks, 3 2 2
dynamic ranking of potential attack | module an overview of the the system must be able to understand
targets. possible paths that an attacker what is going on in real time, i.e. which
may be following. attack paths are being followed by an
attacker and the progress over them.
This knowledge enables operators to
take Situation-aware corrective
actions.
WP5.HOC.R2 | The HOC module MAY provide a Provide to the Risk Quantification | Each target may be potentially reached | 1 1 2

dynamic ranking of potential attack
targets.

module an evaluation about the
evolution of the attack in terms

through multiple attack paths.
Assessing in real-time the evolution of
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of the topological distance from
the compromised node to the
target taking into account the
attack scenario criticality. Thanks
to this distance it is possible to
provide the operator with a
ranked list of targets.

an attack may bring additional
information to an operator that must
decide which is the best corrective
action and on which attack path to
perform them first.

WP5.HOC.R3 | The HOC module SHOULD trigger Provide the Potential Attacks A low level alert does not match a
“unmatched alerts” to the Potential | Identification Module with the correlation rule if (1) the vulnerability
Attacks Identification Module. list of unused alerts. To Handle field is empty, or (2) the alert does not

the uncertainty represented by permit the progression of any

the lack of knowledge about correlation rule, or (3) the alert

emerging attacks or following by | vulnerability is never mentioned in the

the accuracy of the underlying set of correlation rules derived from

IDS. the AGG module. In these cases an
unmatched alert should be sent to the
PAI module. Note that an unmatched
alert should be related to a new kind of
unknown attack (i.e., not described by
the current set of correlation rules
used by the HOC).

WP5.HOC.R4 | The format of alerts triggered by Make possible the potential In order to recognize and understand
any module of the monitored matching between alerts what is happening in the monitored
system and the information generated by IDS and the attack system, the attack graph must
modelled in the attack graph MUST | actions (e.g., nodes) described in | represent actions of the attackers,
provide some semantically the attack graph. devices attacked, etc. in a format
equivalent information (at least compliant to the information carried by
source node, target node and the alerts.
exploited vulnerability), in a
structured format (e.g., JSON, XML,
etc.).

WP5.HOC.R5 | The communications between Notify the Risk Quantification The module receives alerts generated

PANOPTESEC modules SHOULD be
asynchronous (i.e., non-blocking
communication).

module about instantiated attack
paths through asynchronous
communication modalities (e.g.
pub/sub paradigms).

by the IDSes and correlates them with
the attack paths. Higher-level alerts are
computed and sent to the Risk
Quantification module. Given the
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possible high rate flow of low level
alerts and the real time requirements,
both these communications should be
deployed in a non-blocking way.

WP5.HOC.R6

The HOC module MUST be
independent from the underlying
IDS, IPS, probes etc.

The module must be able to
continue to work even in case of
changes in the ICT infrastructure,
thanks to the normalization of
low level alerts.

The application logic of the HOC
module relies on the treatment of
normalized low level alerts (that
contain source, target and vulnerability
information). Thanks to the
normalization, these types of
information are independent from any
IDS, IPS, etc. When some IDSes stop,
the lack of information received may
impact the recognition of a given
scenario. Nevertheless, the HOC
module continues to work correctly
according to the low level alerts it
receives.

WP5.HOC.R7

The module MUST be able to adapt
to changes in attack paths.

The HOC module must be able to
dynamically handle new attack
paths.

Attack paths are continuously evolving
and the module must be able to
dynamically handle such emerging
threats. When a new attack scenario is
provided, a new correlation process
has to be initialized. During this
initialisation, two cases are possible.
Either on-going recognitions are
ignored (reset of the HOC module) or,
when possible, the alerts already
observed in the past are taken into
account to build the new initial state,
which should reflect the previous
progresses of the recognition. The
choice between the two cases depends
on the differences between the old
attack paths and the new ones. In the
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case of a major evolution, reset may be
the only possible solution.

WP5.HOC.R8 | The module MUST be able to The HOC module must be able to | An attack graph corresponds to a set of
automatically transform the automatically transform attack attack paths, each path can be
information provided by AGG into graphs into correlation rules that | modelled by a correlation rule. These
correlation rules representing a can be handled by the module rules follow a syntax, specific for the
format usable by the HoC. itself. correlation engine using them. The

transformation process must be an
automatic process that does not
require human intervention.

WP5.HOC.R9 | The module MAY recognize some The HOC module MUST be able This kind of approximate match will be
topological approximate attack to identify a sequence of low used by the PAI module to identify new
paths level alerts involved in a entry points, new targets or new attack

correlation rule, where the (1) paths.
source node (entry point) of the
first low level alert or (2) the
target node of the last level alert
do not match exactly the
correlation rule.
WP5.HOC.R12 | Modules implementing the Be able to take into account the It may happen that IDSes, probes and

Dynamic Response System SHOULD
be able to tolerate uncertainty on
the low level alerts generated by
the monitoring system (e.g., low
level alerts with incorrect
embedded information, false
negative low level alert etc.),
through the recognition of
approximate attack paths with
missing alerts.

possible lack of low level alerts or
the lack of knowledge about
vulnerabilities.

so on may not detect some
vulnerability exploit in a multi-steps
attack. In addition, they may raise low-
level alerts, which do not correspond
to a real attack step. The PANOPTESEC
system should be able to consider the
possibility that an attack action
(corresponding to a step in an attack
path) has happened even if it has not
be detected (missing alert), providing
an estimation over the attack scenario.
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Non-functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.HOC.R13 | The module SHOULD react to Avoiding memory and CPU When the system ages, the HOC module | 2 2 1
performance degradation bottleneck during the system keeps in memory old partial recognitions
lifetime. that can slow down the detection. A
periodic purge of recognitions SHOULD
be performed. This could be done by
periodically deleting old partial
recognitions. Note that the suppression
of old information may have an impact
on the pertinence of the detection. A
trade-off has to be defined.
WP5.HOC.R14 | The module SHOULD adapt the Depending on the size of the The installation of a new attack graphis | 2 2 1
time required to switch to a new graph, a history of the recently followed by the replay of the history of
attack graph according to the analysed low level alerts SHOULD | past accepted low level alerts. A trade-
current rate of the flow of alerts be replayed or not. off SHOULD be found between the
quality of the detection (which is better
when more stored alerts in the history
are replayed) and the time of replay
(which decreases when a smaller part of
the history is replayed).
WP5.HOC.R15 | The HOC module SHOULD Keep the HOC performances During its lifetime PANOPTESEC may 2 3 1
automatically be able to scale in acceptable even in presence of experience high low level alert rate.
terms of incoming low-level alerts | large amounts of data to Even in that situation the module should
rate. evaluate. keep on working in reasonable time,
with respect to performance
requirements.
WP5.HOC.R16 | The module SHOULD ensure the All high level alerts raised In order to improve the integrity and 2 3 1
security of raised high level alerts | SHOULD be stored encrypted confidentiality of high level alerts raised
by the HOC modules, they are stored in
a database in encrypted form.
WP5.HOC.R17 | Communication with other Keep the data flow information Communication by secure channels 2 2 1

PANOPTESEC components
SHOULD be encrypted and
authenticated.

protected against possible
eavesdroppers and corruptions.

make it possible to avoid situations in
which an attacker may inject low-level
alerts in the system leading the
correlation to wrong results.
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4.4 Potential Attacks Identification

Functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.PALR1 | The Potential Attack Identify unexplained Some low-level alerts received by the HOC do not allow a 2 2 2
Identification Module ongoing phenomena that progress in the recognition of an ongoing attack. Among
SHOULD be able to could be the consequence these alerts, the PAI module should detect those: - that
identify new of new unknown attacks. are frequent: a low level alert (or a sequence of low level
phenomena. alerts) occurs in the monitored system and may be the
consequence of a new form of attack; - that are quite
similar to some other used alerts (for example the action
is the same but the target is different): the configuration
of the HOC module is incomplete and must be corrected.
WP5.PAL.R2 | The Potential Attack To detect a scenario for Some low-level alerts received by the HOC do not allow 2 2 2
Identification Module which all the steps have progress in the recognition of an ongoing attack because
SHOULD be able to been seen except one (or a some preliminary step of the attack scenario has not
identify missing alerts few). generated an alert. For example, in a scenario where 2
identification alerts “a” and “b” must occur in a row, an alert “b” is
transmitted by the HOC module to the PAI module if an
alert “a” has not been observed before. In such a case, the
PAIl should check if the scenario “ab” occurred (alert “a” is
missing) or not (the alert “b” previously ignored by the
HOC module can also be ignored by the PAI module).
WP5.PALR3 | The Potential Attack Inform the AGG module Each time a high-level alert is raised by the HOC module, 2 2 2
Identification Module that either new entry the provided list of involved nodes is used to identify
SHOULD be able to point(s) or new target(s) those that are not yet present in any attack path.
identify new entry have been involved in
points and targets attack.
WP5.PAIL.R4 | The Potential Attack To inform the system When the HOC uses a low level event to progress in the 2 1 2

Identification Module
SHOULD be able to
identify new
vulnerabilities

administrator that a new
vulnerability is potentially
present on one node, and
that further investigation is
needed.

recognition of a scenario, it emits an unused-alert to the
PAlI module whenever the vulnerability field of this low
level alert is missing.

D5.1.1 — Response System for Dynamic Risk Management Requirements

55 /107




FP7-610416-PANOPTESEC
www.panoptesec.eu

Non-functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.PALRS | All alerts raised SHOULD | Security of raised alerts In order to improve the confidentiality of the alerts raised | 2 1 1
be stored encrypted by the HOC modules, all alerts stored in a database
SHOULD be encrypted.
WP5.PAL.R6 | The PAI MAY be optional | Performance of the When confronted to a huge number of alerts, it MAY be 1 3 1
PANOPTESEC system may be | useful to disconnect the PAI functionality from the
improved if the PAl module PANOPTESEC system. This component is non critical
is not included. because it does not participate in the detection of attack
multi-step scenarios depicted by the attack graph.
4.5 Risk quantification
Functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.RQU.R1 | The Risk Quantification MUST Maintain the most up-to-date | The identified missions or businesses of 3 2 2

retrieve the “dependency model”
associated to the organization, from a
module of the PANOPTESEC system
responsible of the management of
this knowledge (e.g. Mission Impact

Model). organization.

model of dependency links
between Assets, Supporting
Assets, and Detrimental
Events with their Impact
natures and values for the

an organization evolve during its lifetime
for many types of reasons (e.g. new
projects start or end, new services are
offered to customers implying new ICT
services or critical Information storage,
businesses are abandoned or transferred
to other organisations, etc.). These
modifications, captured in a
“dependency model”, must be captured
to assess (or reassess) risks that weight
on the organization.

D5.1.1 — Response System for Dynamic Risk Management Requirements

56 /107




FP7-610416-PANOPTESEC
www.panoptesec.eu

WP5.RQU.R2 | The Risk Quantification MAY retrieve | Maintain regularly the up-to- | During the lifecycle of a monitored

the most up-to-date list of mitigation | date list of the deployed system, the deployed filtering policy (i.e.

actions deployed in monitored mitigation actions in firewalling rules) changes to open new

systems of the organization, that monitored systems of the flows (e.g. new ports, protocols or access

controls the access to the systems organization. for new machines) for many reasons (e.g.

(e.g. rules of the filtering policy etc.), firewall maintenance, modification of the

from a module of the PANOPTESEC filtering policy, request to open new

system responsible of the flows from technical managers etc.).

establishment of this knowledge. Even if the modifications of the filtering
policy do not expose the monitored
systems to new threats or raise the risks
for the organization, the contribution to
the risks (i.e. residual risk induced) by
new or existing open flows (i.e. “accept”
firewalling rules) may change. These
modifications should be captured to
determine (or reassess) the origin of
assessed risks that weight on the
organization.

WP5.RQU.R3 | The Risk Quantification MUST Maintain regularly the up-to- | During the lifecycle and operation of a

retrieve a prioritized list of identified
possible attack paths (i.e. possible
attack scenarios), from the module of
the PANOPTESEC architecture
managing this knowledge (e.g. Attack
Graph Generation).

date and prioritized list of
possible attack scenarios to
be considered for Risk
Quantification on a proactive
mode.

monitored system, modification of the
possible attack scenarios will occur on a
regular basis (e.g. new vulnerabilities
discovered or patched each day,
modification and evolution of the
infrastructure, possible deployment of
new security policy, new identified Entry
Points, changes in some priorities for the
organization etc.). These changes must
be captured to modify the assessment of
risks on the organization.
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WP5.RQU.R4

The Risk Quantification MUST
retrieve the list of most up-to-date
instantiated attack paths, each
representing the current progress of
one of the currently considered
detected attackers along one of the
identified possible attack paths (i.e.
an ongoing attack scenario), from the
module of the PANOPTESEC system
managing this knowledge (e.g. the
High Level Online Alert Correlation).

Maintain regularly the up-to-
date list of ongoing attack
scenarios, and attackers, to
be considered for Risk
Quantification on a reactive
perspective.

During the operation of the monitored
system, attackers perform several
elementary attack actions in sequence to
progress toward a target that is
considered critical by the organization,
because it supports one or several of its
Assets. This progression, captured by
ongoing attack scenarios, must be taken
into account to update the assessment of
risks on the organisation on a reactive
perspective.

WP5.RQU.R5

When changes in the list of currently
evaluated possible attack paths,
ongoing attack scenarios, or in the
“dependency model” have occurred,
the Risk Quantification MUST
retrieve:

- Likelihood assessment values of
potential attack scenarios and
Likelihood of success of ongoing
attack scenarios for the new list,
from the PANOPTESEC module
managing this knowledge (e.g.
Likelihood Assessment);

- Impact assessment values for
each Detrimental Event of the
currently considered
“dependency model”, induced by
each currently considered
possible attack scenarios and
ongoing attack scenarios of the
new list through the most up-to-
date “dependency model”, from
the PANOPTESEC module
managing this knowledge (e.g.
Threat Impact Assessment).

Maintain the most up-to-date
list of Likelihood assessment
values and Impact
assessment values of
Detrimental Events as soon
as changes are detected in
possible and ongoing attack
scenarios, or the
“dependency model”, from
both proactive and reactive
perspectives.

When a new service is deployed (i.e.
enters under the monitoring of the
PANOPTESEC system), two consequences
are produced. First, new or modification
of the possible and ongoing attacks,
which requires the reassessment of their
Likelihood values. Second, new
Detrimental Events’ possible Impacts to
the organization are induced, causing an
update of the “dependency model”.
These consequences must be captured to
update the risks weighing on the
organization.
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WP5.RQU.R6 | The Risk Quantification MAY process Maintain at any time the The exploitability, difficulty and impact
spontaneous changes in: most up-to-date list of characteristics (i.e. as described in CVSS
- Likelihood assessment values of Likelihood assessment values | Base and Temporal scores) of a

potential attack scenarios and and Impact assessment vulnerability existing on several
Likelihood of success of ongoing values of Detrimental Events | Supporting Assets of monitored or
attack scenarios, from the as soon as changes are protected systems (i.e. not patched up to
PANOPTESEC module managing detected in possible and now), are updated by the community of
this knowledge (e.g. (Success) ongoing attack scenarios, or experts that manages this knowledge
likelihood assessment); the “dependency model”, (e.g. the NVD database). No new or
- Impact assessment values for from both proactive and modification of possible and ongoing

each Detrimental Event, of the reactive perspectives. attack scenarios are induced. But, these
currently considered modifications cause the reassessment of
“dependency model”, induced by Likelihood values and Impact values for
each currently considered Detrimental Events, which may produce
possible attack scenarios and unacceptable risks for the organisation.
ongoing attack scenarios through
the “dependency model”, from
the PANOPTESEC module
managing this knowledge (e.g.
Impact assessment).

WP5.RQU.R7 | The Risk Quantification MAY retrieve Maintain the most up-to-date | The organization monitoring its systems

the risk crossing function to be used
to compute a Risk level based on an
impact value (e.g. as computed by
the Impact Assessment for each
Detrimental Event) and, a Likelihood
value assessed on a proactive or a
reactive perspective (e.g. as
computed by the (Success) likelihood
assessment) from the PANOPTESEC
module that manages this
knowledge.

risk crossing function to use
for computing risk levels
based on the Likelihood and
the Impact dimensions.

with a PANOPTESEC system, changes the
risk management methodology or
approach on which it relies (e.g. changes
from the EBIOS [ANSSI2011] to the
Mehari [CLUSIF2010] methodology). In
the new methodology, it makes use of a
new way to compute risk levels based on
the two dimensions of Likelihood and
Impact.
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WP5.RQU.R8 | The Risk Quantification MUST Maintain the contribution to | During the lifecycle of the monitored
Compute the contribution to the Risk | the Risk levels of Detrimental | systems of an organization, many kind of
levels of each Detrimental Events Events, of each identified changes occurs regularly: new
associated to an Asset of the technical entity of the vulnerabilities are discovered each day;
organization, of each entities “dependency model”, modifications of deployed mitigation
identified in the “dependency model” | possible attack scenarios and | actions change the exposure of the
(e.g. Assets, Supporting Assets), each | deployed mitigation actions, systems to threats each week; new
entities of the possible attack on a proactive perspective. threats (i.e. additional Entry Points) may
scenarios (e.g. devices of monitored be identified; new or modifications to
systems, vulnerabilities, Entry Points), the ICT services priorities for the
andeach deployed mitigation action businesses/missions of the organization,
that controls the access to the etc. Those periodic changes may result in
monitored systems (e.g. rules of the contributions to the risks for the
Filtering policy etc.), on a proactive organization of technical entities of the
perspective. “dependency model”, possible attack

scenarios and deployed mitigation
actions, requiring their regular
reassessment on a proactive perspective.

WP5.RQU.R9 | The Risk Quantification MUST Maintain the contribution to | During the lifecycle of monitored systems

compute the contribution to the Risk
levels of each Detrimental Event
associated to an Asset of the
organization, of each entities
identified in the “dependency model”
(e.g. Assets, Supporting Assets), each
entities of the ongoing attack
scenarios (e.g. devices of the
monitored systems, vulnerabilities,
Entry Points), and each deployed
mitigation action that controls the
access to the monitored systems (e.g.
rules of the Filtering policy etc.), on a
reactive perspective.

the Risk levels of Detrimental
Events, of each identified
technical entity of the
“dependency model”,
ongoing attack scenarios and
deployed mitigation actions,
on a reactive perspective.

of an organization, many kinds of
changes regularly occur: attackers
perform elementary attacks and progress
along their attack scenarios; new
vulnerabilities are discovered each day;
modifications of deployed mitigation
actions change the exposure of the
systems to threats each week; new
threats (i.e. additional Entry Points) may
be identified, etc. Those periodic changes
result in contributions to the risks for the
organization of technical entities of the
“dependency model”, ongoing attack
scenarios and deployed mitigation
actions, requiring their regular
reassessment on a reactive perspective.
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WP5.RQU.R10 | The Risk Quantification MUST Maintain the Risk levels of During the lifecycle of monitored systems
compute Risk levels for each each Detrimental Events of of an organization, many kinds of
Detrimental Event linked to an Asset the “dependency model”, on | changes regularly occur: attackers
of the organisation, based on the risk | both proactive and reactive perform elementary attacks and progress
contribution computed for each perspectives. along their attack scenarios; new
entities identified in the “dependency vulnerabilities are discovered each day;
model” (e.g. Assets, Supporting modifications of deployed mitigation
Assets), each entities of the possible actions change the exposure of the
and ongoing attack scenarios (e.g. systems to threats each week; new
devices of the monitored system, threats (i.e. additional Entry Points) may
vulnerabilities, Entry Points), and be identified; new or modifications to
each deployed mitigation action that the ICT services priorities for the business
controls the access to the monitored functions or missions of the organization,
or protected systems (e.g. rules of etc. Those periodic changes may result in
the Filtering policy etc.) on both risks for the organization requiring their
proactive and reactive perspectives. reassessment on both proactive and

reactive perspectives.
WP5.RQU.R11 | For each element of a list of possible Compute on demand the A list of the Mitigation Actions that can

Mitigation Actions, the Risk levels
reduction relative to each
Detrimental Event linked to an Asset
of the organisation, for both
proactive and reactive perspectives,
MUST be computed on demand.

potential risk reduction
induced on each Detrimental
Event of each Mitigation
Actions of a list, on both
proactive and reactive
perspectives.

potentially mitigate a selection of the
proactive and reactive risks identified for
the organization has been done by
another module of the PANOPTESEC
system (i.e. Tactical Response Decision or
Strategic Response Decision). To decide
which of those mitigation actions should
be chosen for deployment, their
effectiveness in term of risk reduction
needs to be assessed and transmitted to
the module of the PANOPTSEC system
that will manage the final deployment
decision.
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WP5.RQU.R12 | The Risk Quantification MAY process Maintain at any time the up- | During the lifecycle of a monitored
spontaneous changes in the list of to-date list of the deployed system, the deployed filtering policy (i.e.
mitigation actions deployed in mitigation actions in firewalling rules) changes to open new
monitored or protected systems of monitored systems of the flows (e.g. new ports, protocols or access
the organization, which control the organization. for new machines) at any time for many
access to the system (e.g. rules of the reasons (e.g. firewall maintenance,
filtering policy etc.), received from modification of the filtering policy,
the module of the PANOPTESEC request to open new flows from
system responsible of maintaining technical managers etc.). The
this knowledge. modifications do not expose the

monitored systems to new threats or
raise the risks for the organization. But
the contribution to the risks (i.e. residual
risk induced) by new or existing open
flows (i.e. “accept” firewalling rules) may
change.

WP5.RQU.R13 | The Risk Quantification SHOULD Maintain at any time the up- | During the lifecycle and operation of a
process spontaneous changes to the to-date and prioritized list of | monitored system, modification of the
prioritized list of identified possible possible attack scenarios to possible attack scenarios occur at any
attack paths (i.e. possible attack be considered for Risk time (e.g. new vulnerabilities are
scenarios), from the module of the Quantification on a proactive | discovered, possible deployment of new
PANOPTESEC system that maintains perspective. security policy, new Entry Points
this knowledge (e.g. Attack Graph identified, changes in some priorities for
Generation). the organization etc.). One or several

modified or new possible attack paths
may cause evolution of risks on the
monitored system that should be
addressed immediately on a proactive
perspective.

WP5.RQU.R14 | The Risk Quantification SHOULD Maintain at any time the up- | During the operation of the monitored

process spontaneous changes to the
list of instantiated attack paths (i.e.
ongoing attack scenarios), from the
module of the PANOPTESEC system
that maintains this knowledge (e.g.
High Level Online Alert Correlation).

to-date list of ongoing attack
scenarios, and attackers, to
be considered for Risk
Quantification on a reactive
perspective.

system, attackers perform rapidly several
elementary attack actions in sequence to
progress toward a target that is
considered critical by the organization
(e.g. because it support one or several of
its Assets). One or several detected and
correlated elementary attacks may cause
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rapid evolution of risks on the monitored
system that should be addressed
immediately on a reactive perspective.

WP5.RQU.R15 | The Risk Quantification SHOULD (re- Maintain at any time the The Risk Quantification receives
Jcompute the contribution to the Risk | most up-to-date contribution | spontaneously an updated list of possible
levels of each Detrimental Event to the Risk levels of and ongoing attack scenarios, implying
associated to an Asset of the Detrimental Events, for each modifications of the assessed Likelihood
organization, of each entities identified technical entity of values and assessed Impact values of
identified in the “dependency model” | the “dependency model”, Detrimental Events. These spontaneous
(e.g. Assets, Supporting Assets), each | possible and ongoing attack changes should induce the reassessment
entities of possible and ongoing scenarios and deployed of the contribution to the risks for the
attack scenarios (e.g. devices of the mitigation actions, on both organization of technical entities of the
monitored system, vulnerabilities, proactive and reactive “dependency model”, possible and
Entry Points), and each deployed perspectives. ongoing attack scenarios and deployed
mitigation action that controls the mitigation actions on both proactive and
access to the monitored systems (e.g. reactive perspectives.
rules of the Filtering policy etc.),
impacted by changes in Likelihood
assessments or Impact contributions
(i.e. induced by currently considered
possible or ongoing attack scenarios
through the “dependency model”) or
changes in the deployed mitigation
actions, on both proactive and
reactive perspectives.

WP5.RQU.R16 | The Risk Quantification SHOULD (re- Maintain at any time the The Risk Quantification receives

Jcompute Risk levels for each
Detrimental Event linked to an Asset
of the organisation impacted by
changes in Likelihood assessments or
Impact contributions (i.e. induced by
currently considered possible or
ongoing attack scenarios through the
“dependency model”) or changes in
the deployed mitigation actions, on
both proactive and reactive
perspectives.

most up-to-date Risk levels
for each Detrimental Events
of the “dependency model”,
on both proactive and
reactive perspectives.

spontaneously an updated list of possible
and ongoing attack scenarios, implying
modifications of the contribution to the
risks for the organization of technical
entities of the “dependency model”,
possible and ongoing attack scenarios
and deployed mitigation actions. Those
changes should induce the reassessment
of the risks for the organization on both
proactive and reactive perspectives.
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! PANOPTESEC

WP5.RQU.R17

The Risk Quantification MUST notify
other PANOPTESEC modules
requiring it, the changes in the list of
Risk levels for each considered
Detrimental Events linked to an Asset
of the organisation.

Notify modules of the
PANOPTESEC system
requiring it, with the changes
in the Detrimental Events’
Risk levels on proactive and
reactive perspectives.

Modules of the PANOPTESEC system
should decide which risks are
unacceptable (i.e. Strategic Response
Decision for the proactive perspective
and Tactical Response Decision for the
reactive perspective). They must be
informed as soon as possible of any
change in the assessment of those risks.
In order to decide which Mitigation
Actions are efficient to manage the
unacceptable risks, they also have to be
informed of any change in the risk
contribution of technical entities of the
“dependency model”, possible and
ongoing attack scenarios and deployed
mitigation actions.

WP5.RQU.R18

The Risk Quantification MUST provide
to modules of the PANOPESEC system
requesting it , the list of Risk levels for
each considered Detrimental Events

linked to an Asset of the organisation.

Serve on demand modules of
the PANOPTESEC system
requesting it, with the most
up-to-date assessment of
Risk levels for each
Detrimental Events of the
“dependency model”, on a
proactive or reactive
perspective.

Modules of the PANOPTESEC system
should decide which risks are
unacceptable (i.e. Strategic Response
Decision for the proactive perspective
and Tactical Response Decision for the
reactive perspective). They may request
at any time the most up-to-date
assessment of those risks. In order to
decide which Mitigation Actions are
efficient to manage the unacceptable
risks, they also may request the most up-
to-date assessment of the risk
contribution of technical entities of the
“dependency model”, possible and
ongoing attack scenarios and deployed
mitigation actions.
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WP5.RQU.R21 | The dependency model, which is Maintain the most up-to-date | The identified missions or businesses of 3 2 2
processed by the Risk Quantification, | model of the dependency an organization (i.e. its Assets) rely on
MUST include: model links between Assets, technical devices (i.e. Supporting Assets)
- Supporting Assets of the Supporting Assets, and of the monitored system that may incur
monitored systems, Detrimental Events with their | attacks causing feared events (i.e.
- Assets of the organization (i.e. Impact natures and values for | Detrimental Events) which represent a
critical services or information the organization. risk for the organisation. To be able to
for the businesses of an assess which possible or ongoing attack
organization, supported by scenarios represent risks for the
Supporting Assets of monitored organisation, the links between the
or protected systems), Assets, the Supporting Assets and the
- Detrimental Events that are Detrimental Events must be expressed in
feared by the organization with a structured “dependency model”.
the associated nature of the Hence, the main purpose is to associate
Impact feared by the attack scenarios to detrimental events.
organization (i.e. on the
Confidentiality, the Integrity and
the Availability) and an assessed
Impact value on the organization
(i.e. as it would be assessed in a
classical Risk Management
process).
Non-functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.RQU.R19 | The Risk Quantification SHOULD Comply with already deployed | Organizations usually have 2 2 1

comply with a standard 1SO027000
series risk assessment methodology.

or used risk assessment
processes in an organization.

methodological processes based on an
I1SO 27000 series compliant
methodology for periodically assess the
risks on the organisation. Those
processes are usually not automated but
define important business and technical
information (e.g. critical assets and
supporting assets), scales for the
assessment of the likelihood and the
impact of threats (e.g. a risk crossing
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function or matrix). The Risk
Quantification should be able to rely on
these information, concepts and scales
in order to ease the PANOPTESEC
system configuration.

WP5.RQU.R20 | The Risk Quantification SHOULD Protect the critical The information provided by other 2 2 1
protect the possible and ongoing information of monitored or modules of the PANOPTESEC system for
attack scenarios, the “dependency protected system during the purpose of the Risk Quantification,
model” entities (e.g. Assets, runtime and storage. as well as the various computed risks are
Supporting Assets, and Detrimental critical for the organisation. This
Events), and the various computed information could be hijacked by
values and levels of risks, both within attackers to more accurately target the
the process memory and during their most threatening assets. Modules that
external storage, from disclosure to handle and produce this kind of
unauthorized module or user. information should apply software
tamper resistant techniques to protect it
during the computing process (e.g.
obfuscation) or in case of storage of the
information (e.g. ciphering) to prevent
attackers’ attempts to exploit it.
4.5.1 Likelihood assessment
Functional requirements
Id Description Goal MainPurpose Importance | Reachability | Version
WP5.LA.R1 | The Likelihood Assessment MUST Maintain the up-to-date and | During the lifecycle and operation of a 3 1 2

retrieve the most up-to-date prioritized
list of identified possible attack paths
(i.e. possible attack scenarios) used to
compute the likelihood on a proactive
perspective, from the module of the
PANOPTESEC system maintaining this
knowledge (e.g. Attack Graph
Generation or Risk Quantification).

prioritized list of possible
attack scenarios to be
considered for likelihood
assessment on a proactive
perspective.

monitored system, modification of the
possible attack scenarios will occur (e.g.
new vulnerabilities discovered or
patched each day, modification and
evolution of the infrastructure, possible
deployment of new security policy, new
identified Entry Points, changes in some
priorities for the organization etc.). To
follow the risks evolution on the
organization, the Likelihood Assessment
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has to be aware of the changes in
possible attack scenarios to compute an
up-to-date assessment.

WP5.LA.R2 | The Likelihood Assessment MUST Maintain the up-to-date During the lifecycle of vulnerabilities, it
retrieve the most-up-to-date exploitability and difficulty may happen that the assessment of its
exploitability and difficulty characteristics of the list of exploitability and difficulty performed by
characteristics (e.g. parameters of the vulnerabilities participating security experts changes (e.g. when an
Base and Temporal score of CVSS in possible and ongoing exploit program begin to circulate on the
metrics) of the vulnerabilities present in | attack scenarios used for Internet). It is then required to
the possible attack paths (i.e. possible likelihood assessment on guarantee that the vulnerability
attack scenarios) and instantiated attack | proactive and reactive characteristics used to compute the
paths (i.e. ongoing attack scenarios) perspectives. likelihood on proactive and reactive
used to compute the likelihood on perspectives are up-to-date.
proactive and reactive perspectives,
from the module of the PANOPTESEC
architecture who manages this
knowledge.

WP5.LA.R3 | The Likelihood Assessment MUST Compute the most up-to- During the operation and lifecycle of the
compute the most up-to-date likelihood | date likelihood assessment monitored system, modification in the
of compromising of each identified of possible attack scenarios possible attack scenarios, or change in
Supporting Asset induced by each on a proactive perspective. the assessment of the characteristics of
identified possible attack paths (i.e. vulnerabilities (e.g. parameters of the
possible attack scenarios) on a proactive Base and Temporal CVSS metrics
perspective. [CFRA2014]) participating in those attack

paths, will periodically occur. Those
changes will have an influence on the
likelihood assessment of identified
possible and ongoing attack scenarios
that need to be addressed.

WP5.LA.R4 | The Likelihood Assessment SHOULD Maintain the up-to-date list During the operation of the monitored

retrieve the list of the most up-to-date
instantiated attack paths (i.e. ongoing
attack scenarios, each representing the
current progress of one of the detected
attackers along one of the possible
attack paths) used to compute the

of ongoing attack scenarios,
and attackers, to be
considered for likelihood
assessment on a reactive
perspective.

system, attackers perform several
elementary attack actions in sequence to
progress toward a target that is
considered critical by the organization,
because it supports one or several of its
Assets. In order to track the evolution of
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likelihood on a reactive perspective,
from the module of the PANOPTESEC
system maintaining this knowledge (e.g.
the High Level Online Alert Correlation
or Risk Quantification).

the risks on the organization, the
Likelihood Assessment should keep
abreast of the progress of each attacker
along possible attack scenarios regularly.

WP5.LA.R5

The Likelihood Assessment SHOULD
compute the likelihood of success, for
each currently considered detected
attacker, to reach identified Supporting
Assets on a reactive perspective (i.e.
likelihood of each ongoing attack
scenario).

Compute the most up-to-
date assessment of the
Likelihood of success for
ongoing attack scenarios on
a reactive perspective.

During the operation and lifecycle of the
monitored system, modification in the
assessment of the progress of attackers
toward devices supporting Assets of the
organization occurs frequently (e.g. by
performing elementary attack actions).
Moreover, change in the assessment of
the characteristics of vulnerabilities (e.g.
parameters of the Base and Temporal
CVSS metrics [CFRA2014]) participating
in those attack paths, will periodically
occur. To capture those changes the
likelihood of success of ongoing attack
scenarios should be updated in order to
track the evolution of the risks on the
organization on a reactive perspective.

WP5.LA.R6

The Likelihood Assessment SHOULD
process spontaneous changes to the
prioritized list of identified possible
attack paths (i.e. possible attack
scenarios) used for likelihood
computation on a proactive perspective,
from the module of the PANOPTESEC
system that maintains this knowledge
(e.g. Attack Graph Generation).

Maintain at any time the up-
to-date and prioritized list of
possible attack scenarios to
be considered for likelihood
assessment on a proactive
perspective.

During the lifecycle and operation of a
monitored system, modification of the
possible attack scenarios occur at any
time (e.g. new vulnerabilities are
discovered, possible deployment of new
security policy, new Entry Points
identified, changes in some priorities for
the organization etc.). One or several
modified or new possible attack paths
may represent risks on the organization
that should to be addressed immediately
on a proactive perspective. The
Likelihood Assessment then should be
aware immediately of the changes in
possible attack scenarios, so that an up-
to-date assessment can be made as soon
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as possible for the Risk Quantification.

WP5.LA.R7 | When the list of vulnerabilities involved Maintain at any time the up- | During the lifecycle and operation of a
in possible attack paths (i.e possible to-date exploitability and monitored system, modification of the
attack scenarios) or instantiated attack difficulty characteristics of possible attack scenarios occur at any
paths (i.e. ongoing attack scenarios) has | the list of vulnerabilities time (e.g. new vulnerabilities are
changed, the Likelihood Assessment participating in possible and | discovered, possible deployment of new
SHOULD retrieve the most-up-to-date ongoing attack scenarios security policy, new Entry Points
exploitability and difficulty used for likelihood identified, changes in some priorities for
characteristics (e.g. parameters of the assessment on proactive and | the organization etc.). One or several
Base and Temporal score of CVSS reactive perspectives. modified or new possible attack paths
metrics) of the vulnerabilities present in may have new vulnerabilities for which
those attack paths, from the module of the characteristics should be retrieved so
the PANOPTESEC system that maintains that the Likelihood Assessment can be
this knowledge. processed for the Risk Quantification.

WP5.LA.R8 | The Likelihood Assessment SHOULD Maintain at any time the up- | During the lifecycle of a vulnerability,
receive spontaneous changes to to-date exploitability and some assessed characteristics of
exploitability and difficulty difficulty characteristics of difficulty and exploitability may change
characteristics (e.g. parameters of the the list of vulnerabilities (e.g. an exploit program emerge for this
Base and Temporal score of CVSS participating in possible and | vulnerability whereas it was not the case
metrics) of vulnerabilities involved in ongoing attack scenarios before). The Likelihood of possible attack
possible attack paths (i.e. possible attack | used for likelihood scenarios or the Likelihood of success of
scenarios) or instantiated attack paths assessment on proactive and | ongoing attack scenarios may change
(i.e. ongoing attack scenarios) , from the | reactive perspectives. inducing modifications to the priorities
module of the PANOPTESEC system that of the risks for the organization. The
maintains this knowledge. module computing this likelihood and

likelihood of success should then be
aware of vulnerability characteristics
changes as soon as possible.

WP5.LA.R9 | When possible attack paths, or the (Re-)compute the most up- During the lifecycle and operation of a
characteristics of the vulnerabilities in to-date Likelihood monitored system, modification of the
those paths have changed, the assessment of possible possible attack scenarios occur at any
Likelihood Assessment MUST (re- attack scenarios on a time (e.g. new vulnerabilities are
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Jcompute the likelihood of
compromising of each identified
Supporting Asset induced by each of
those identified possible attack paths
(i.e. possible attack scenarios) on a
proactive perspective.

proactive perspective, when
changes in the identified
possible attack paths have
occurred.

discovered, possible deployment of new
security policy, new Entry Points
identified, changes in some priorities for
the organization etc.). One or several
modified or new possible attack paths
appear, containing new vulnerabilities so
that the Likelihood of possible attack
scenarios (i.e. proactive perspective) has
to be processed again for the Risk
Quantification.

WP5.LA.R10

The Likelihood Assessment MUST
process spontaneous changes to the list
of instantiated attack paths (i.e. ongoing
attack scenarios) to be considered for
likelihood computation on a reactive
perspective, from the module of the
PANOPTESEC system that maintains this
knowledge (e.g. High Level Online Alert
Correlation).

Maintain at any time the up-
to-date list of ongoing attack
scenarios, and attackers, to
be considered for likelihood
assessment on a reactive
perspective.

During the operation of a monitored
system, attackers perform rapidly
several elementary attack actions in
sequence to progress toward a target
that is considered critical by the
organization (e.g. because it support one
or several of its Assets). In order to track
the evolution of the risks on the
organization, the module computing the
Likelihood of success of ongoing attack
scenarios has to be informed of the
progression of attackers along possible
attack scenarios as soon as their
elementary attacks are detected and
correlated (e.g. in instantiated attack
paths by the High Level Online Alert
Correlation).

WP5.LA.R11

When instantiated attack paths (i.e.
ongoing attack scenarios) or the
characteristics of the vulnerabilities in
those paths has changed, the Likelihood
Assessment MUST (re-)compute the
likelihood of success of each currently
considered detected attacker, to reach
identified Supporting Assets on a
reactive perspective (i.e. likelihood of
each ongoing attack scenario).

Compute the most up-to-
date assessment of the
Likelihood of success for
ongoing attack scenarios on
a reactive perspective, when
changes in instantiated
attack paths have occurred.

During the operation and lifecycle of a
monitored system, the progress
assessment of attackers toward devices
supporting Assets of the organization, is
performed as soon as their elementary
attacks are detected and correlated (e.g.
in instantiated attack paths by the High
Level Online Alert Correlation).
Moreover, change in the assessment of
the characteristics of vulnerabilities
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participating in those attack paths, may
occur at any time. To identify a change
to stop those ongoing attacks scenarios,
the effect of those modifications on the
reactive perspective of the likelihood
dimension have to be assessed as soon
as possible.

WP5.LA.R12 | The Likelihood Assessment MUST notify, | Notify, as soon as possible, The likelihood and likelihood of success
modules of the PANOPESEC system modules of the PANOPTESEC | values deriving from possible and
requiring it (i.e. Risk Quantification), that | system requiring it, of ongoing attack scenarios change at any
changes in the list of Likelihood of changes in likelihood values | time for many reasons (e.g. new
potential attack scenarios (i.e. proactive | that occurred on a proactive | vulnerabilities discovered or
perspective) and likelihood of success of | or a reactive perspective. modification in existing vulnerabilities
ongoing attack scenarios (i.e. reactive exploitability characteristics). The
perspective) have occurred. module of the PANOPTESEC system

which should assess the risks for the
organization based on likelihood or
likelihood of success values (i.e. Risk
Quantification) must be informed as
soon as possible of any change for the
immediate reassessment of those risks.

WP5.LA.R13 | The Likelihood Assessment SHOULD Serve and demand modules | The likelihood and likelihood of success

provide to modules of the PANOPESEC
system requesting it (i.e. Risk
Quantification), the changes in
Likelihood of potential attack scenarios
(i.e. proactive perspective) and
likelihood of success of ongoing attack
scenarios (i.e. reactive perspective);
even if the process of likelihood
assessment for every attack paths that
changed has not ended.

of the PANOPTESEC system
requesting it, with the most
up-to-date assessed
likelihood values on a
proactive or a reactive
perspective.

values deriving from possible and
ongoing attack scenarios change at any
time (e.g. new vulnerabilities discovered
or modification in existing vulnerabilities
exploitability characteristics). A module
of the PANOPTESEC system which assess
the risks for the organization based on
the most up-to-date likelihood or
likelihood of success values (i.e. Risk
Quantification), may request those
values when needed in order to reassess
the risks.
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Non-functional requirements

Id

Description

Goal

Main Purpose

Importance

Reachability

Version

WP5.LA.R14

The Likelihood Assessment SHOULD
protect the possible and ongoing attack
scenarios, and their computed
likelihood and success likelihood values,
both within the process memory and
during their external storage, from
disclosure to unauthorized module or
user.

Protect the critical
information of monitored or
protected system during
runtime and storage.

The information provided by other
modules of the PANOPTESEC system for
the purpose Success Likelihood
computation, as well as the various
computed likelihood and success
likelihood values are critical for the
organisation. This information could be
hijacked by attackers to more accurately
target the assets which are the most
easily accessible. Module that handle
and produce this kind of information
should apply software tamper resistant
techniques to protect it during the
computing process (e.g. obfuscation) or
in case of storage of the information
(e.g. ciphering) to prevent its harmful
exploitation.

2

2

1
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4.5.2 Threat Impact Assessment

Functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.TIA.R1 | The Threat Impact Assessment MUST Maintain the most up-to- The identified missions or businesses of | 3 2 2
retrieve the most up-to-date date model of dependency an organization evolve during its lifetime
“dependency model” associated to the links between Assets, for many types of reasons (e.g. new
organization, from a module of the Supporting Assets, and projects start or end, new services are
PANOPTESEC system responsible for Detrimental Events with offered to customers implying new ICT
maintaining this knowledge (e.g. Mission their Impact natures and services or critical Information storage,
Impact Model or Risk Quantification). values for the organization. businesses are abandoned or
transferred to other organisations, etc.).
These modifications, captured in a
“dependency model”, may change the
induced Impact of identified threats (i.e.
possible or ongoing attack scenarios).
The module computing the Impact of
threats must capture those changes so
that the risks that weight on the
organization can be followed as soon as
possible.
WP5.TIA.R2 | The Threat Impact Assessment MUST Maintain the up-to-date and | During the lifecycle and operation of a 3 2 2

retrieve a prioritized list of the most up-
to-date possible attack paths (i.e. possible
attack scenarios), from the module of the
PANOPTESEC system that maintains this
knowledge (e.g. Attack Graph Generation
or Risk Quantification).

prioritized list of possible
attack scenarios to be
considered for Impact
Assessment on a proactive
perspective.

monitored system, modification of the
possible attack scenarios will occur (e.g.
new vulnerabilities are discovered or
patched each day, modification and
evolution of the infrastructure, possible
deployment of new security policy, new
identified Entry Points, changes in some
priorities for the organization etc.). This
may have an impact on the Detrimental
Events list that may be potentially
caused by those possible attack
scenarios.
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WP5.TIA.R3

The Threat Impact Assessment MUST
retrieve the list of the most up-to-date
instantiated attack paths, each
representing the current progress of one
of the currently detected attackers along
one of the identified possible attack paths
(i.e. an ongoing attack scenario), from the
module of the PANOPTESEC system
maintaining this knowledge (e.g. the High
Level Online Alert Correlation or Risk
Quantification).

Maintain the up-to-date list
of ongoing attack scenarios,
and attackers, to be
considered for Impact
Assessment on a reactive
perspective.

During the runtime of a monitored
system, new ongoing attack scenarios
are detected regularly (e.g. new
attackers may perform elementary
attack actions in sequence to progress
along, already existing or new, possible
attack paths). This may have an impact
on the Detrimental Events list that may
be potentially caused by those ongoing
attack scenarios. This may have an
impact on the Detrimental Events list
that may be potentially caused by those
ongoing attack scenarios.

WPS5.TIA.R4

The Threat Impact Assessment MUST
retrieve the up-to-date impact
characteristics (e.g. from the parameters
of the Base score of CVSS metrics
[FRA2014]) of the vulnerabilities present
in the target node of identified possible
attack paths (i.e. possible attack
scenarios) and instantiated attack paths
(i.e. ongoing attack scenarios), from the
module of the PANOPTESEC system that
maintains this knowledge.

Maintain an up-to-date list
of vulnerabilities
participating in the terminal
node of possible and
ongoing attack scenarios
with their Impact
characteristics.

During the lifecycle of vulnerabilities, it
may happen that the assessment of
their impact nature on the
Confidentiality, Integrity and Availability
dimensions performed by security
experts changes (e.g. when an exploit
program begin to circulate on the
Internet). It is then required to verify
that the vulnerability characteristics are
up-to-date.

WP5.TIA.R5

The Threat Impact Assessment MUST
compute the Impact characteristics (i.e.
magnitude values and natures expressed
on Confidentiality, Integrity and
Availability dimensions) of the list of
Detrimental Events induced by the most
up-to-date possible attack scenarios (i.e.
possible attack paths) or ongoing attack
scenarios (i.e. instantiated attack paths).

Maintain the evaluated
Impact characteristics of the
list of Detrimental Events on
proactive and reactive
perspectives.

A module of the PANOPTESEC system
has to assess the risks on the
organization on both proactive and
reactive perspectives. It bases its
assessment on the evaluation of the
potential Impact of events that are
feared by the organization (i.e.
Detrimental Events) relating to existing
possibilities for attackers to penetrate
the monitored or protected systems or
existing attackers progressing along
attack scenarios.

D5.1.1 — Response System for Dynamic Risk Management Requirements

74 /107




FP7-610416-PANOPTESEC
www.panoptesec.eu

WP5.TIA.R6 | The Threat Impact Assessment MUST Notify, as soon as possible, Modules of the PANOPTESEC system
notify, as soon as possible, modules of modules of the PANOPTESEC | have to address with Mitigation Actions
the PANOPESEC system requiring it (i.e. system requiring it, of the most critical risks on the
Risk Quantification), that changes have changes in the Impact organization on both proactive and
occurred in the Impact characteristics (i.e. | characteristics of the most reactive perspectives (e.g. Tactical
magnitude values and natures expressed up-to-date Detrimental Response Decision and Strategic
on Confidentiality, Integrity and Events list on proactive and Response Decision). Modifications in the
Availability dimensions) of the most up- reactive perspectives have assessed impact of the Detrimental
to-date list of Detrimental Events on occurred. Events list to be considered occur, which
proactive and reactive perspectives. raise risks on the organization to an

unacceptable level. In order to address
them, the module of the PANOPTESEC
system that evaluates the risks on the
organization must be updated as soon as
possible.

WP5.TIA.R7 | The Threat Impact Assessment MUST Serve on demand modules Modules of the PANOPTESEC system
provide to modules of the PANOPESEC of the PANOPTESEC system have to address with Mitigation Actions
system requesting it (i.e. Risk requesting it, with the the most critical risks on the
Quantification), the Impact characteristics | Impact characteristics of the | organization on both proactive and
(i.e. magnitude values and natures most up-to-date Detrimental | reactive perspectives (e.g. Tactical
expressed on Confidentiality, Integrity Events list on proactive and Response Decision and Strategic
and Availability dimensions) of the most reactive perspectives. Response Decision). Modifications in the
up-to-date list of Detrimental Events on assessed impact of the Detrimental
proactive and reactive perspectives. Events list to be considered occur, which

raise risks on the organization to an
unacceptable level. In order to be able
to address them, a module of the
PANOPTESEC system that has to
reassess the risks on the organization,
must periodically request the most up-
to-date Impact assessment of the list of
Detrimental Events to be considered on
both proactive and reactive
perspectives.

WP5.TIA.R9 | The “dependency model” associated to Maintain the most up-to- The identified missions or businesses of

the organization processed by the Threat
Impact Assessment MUST at least express

date model of dependency
links between Assets,

an organization (i.e. its Assets) rely on
technical devices (i.e. Supporting Assets)
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in an abstract way the dependency links

between:

- Supporting Assets of the monitored
systems,

- Assets of the organization (i.e. critical
services or information for the
businesses of an organization,
supported by Supporting Assets of
the monitored or protected systems),

- Detrimental Events that are feared
by the organization with the
associated nature of the Impact
feared by the organization (i.e. on
the Confidentiality, the Integrity and
the Availability) and an assessed
Impact value on the organization (i.e.
as it would be assessed in a classical
Risk Management process).

Supporting Assets, and
Detrimental Events with
their Impact natures and
values for the organization.

of the monitored system that may incur
attacks causing feared events (i.e.
Detrimental Events) which produce
impacts (i.e. a magnitude and a nature
assessed on one or several dimensions
of Confidentiality, Integrity or
Availability) for the organisation. To be
able to assess which possible or ongoing
attack scenarios may cause impacts to
the organisation, the links between the
Assets, the Supporting Assets and the
Detrimental Events must be expressed
in a structured “dependency model”.

Non-functional requirements

Id

Description

Goal

Main Purpose

Importance

Reachability

Version

WP5.TIA.R8

The Threat Impact Assessment SHOULD
protect the possible and ongoing attack
scenarios, the “dependency model”
entities (e.g. Assets, Supporting Assets,
and Detrimental Events), and the
computed impact characteristics
associated to each Detrimental Events,
both within the process memory or during
their external storage, from disclosure to
unauthorized module or user.

Protect the critical
information of monitored or
protected system during
runtime and storage.

The information provided by other
modules of the PANOPTESEC system for
the purpose Threat Impact Assessment
computation, as well as the various
computed impact characteristics
associated to Detrimental Events are
critical for the organisation. This
information could be hijacked by
attackers to more accurately target the
assets with the most harmful impact.
Module that handle and produce this
kind of information should apply
software temper resistant techniques to
protect it during the computing process
(e.g. obfuscation) or in case of storage of

2

2

1
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the information (e.g. ciphering) to
prevent attackers from exploiting it.

453

Response Operational Impact Assessment

Functional requirement

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.ROI.R1 | The Response Operational Impact (ROI) Process response plans for A response plan consists of multiple 3 2 2
Assessment MUST be able to process network-configuration mitigation actions. Such an action might
Response Plans at the Network Layer changes (port, ip, protocol be that a certain port, protocol or IP
blocking) in order to address is blocked in the complete
perform an impact network or on individual network nodes.
assessment on ongoing However exactly these connections
business process due to might be needed for another node to
taken actions. work. As this node might affect the
overall mission, this affect must be
addressed.
WP5.ROI.R2 | The Response Operational Impact (ROI) Process response plans for A response plan consists of multiple 3 2 2
Assessment MUST be able to process vulnerability-topology mitigation actions. Such an action might
Response Plans at the Software Layer. changes (patching, be that a certain vulnerability is patched.
uninstalling). In order to The removal (patching) of a vulnerability
perform an impact is similar to removing the affected
assessment on ongoing software, as both put a change to the
business process due to vulnerability topology. A patch requires
taken actions. in most cases a restart of a system and
therefore leads to a (temporal)
unavailability of a service or node. The
same holds (but with a longer temporal
effect) for uninstalling.
WP5.ROIL.R3 | The Response Operational Impact (ROI) Identify and assess temporal | Certain operations might have temporal | 1 3 2

Assessment MAY predict temporal
consequences of Response Plans.

consequences of a response
plans, where an impact’s
merit varies over time.

effects on the mission or network. E.g. a
mitigation action might be fully harmless
for a certain amount of time. After a
certain amount however it drastically
harms the business/mission.
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WP5.ROI.R4 | The ROI Assessment MUST compute the Provide an Operational For every layer and node inside the 3 1 2
Operational Impact of Response Plans. Impact (Ol) for a given Mission Graph (see [D4.1.1]) the before
hypothetical response plan. | mentioned impacts are addressed as an
Operational Impact. This Ol is expressed
in a finite range of real numbers.
WP5.ROL.R5 | The ROI Assessment SHOULD react to The ROI Assessment Multiple data sources are required for 3 2 2
changes of system information of SHOULD be performed on addressing the Ol (e.g. System Log Files,
monitored ICT and ICS. the most up-to-date system | Traffic Dumps, PLC Dumps, Firewall
information of monitored Rules & Logs, Configuration Files,
ICT and ICS retrieved in a Network Topologies, Security Policy
structured way from a Information, Network Historian
module of the PANOPTESEC | Information, roles and responsibilities of
system maintaining this involved actors, Alarm Response Policies
knowledge. & Logs). These data sources are
collected and normalized in a central
component of the PANOPTESEC project
and might change over time.
Non-functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.ROIL.R6 | The Response Operational Impact By slight modifications of a The ROIA should be efficient in various 2 3 1
Assessment (ROIA) SHOULD scale in a given network or a response | network topologies, ranging from: small
non-exponential way with the number of | plan to be processed, the up to huge; complex networks, as well
processed mitigation actions and edges in | expected response time as sparsely connected; deep networks,
the network connectivity. should scale well with the as well as highly connected; and wide
modifications. networks.
WP5.ROI.R7 | The Response Operational Impact Allow a configuration of Some requests for response plan 2 3 1

Assessment (ROIA) SHOULD accept
different performance configurations for
processing of a response plan.

performance relevant
variables in the ROIA
algorithms, s.t. potential
time constraints are
fulfillable.

evaluations might be time uncritical and
an in-depth analysis is desired. In
contrary, some requests might be time
critical, e.g. during an ongoing attack,
and an evaluation must be done as fast
as possible.
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4.5.4 Response Financial Impact Assessment

Functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.RFI.LR1 | The Response Financial Impact Provide to the Strategic Provide the financial impact of attacks 3 2 2
Assessment MUST provide the financial Response Decision the and responses to security administrators
loss (in monetary values) considering both | financial impact (in currency | during the mitigation actions selection
the consequences incurred by attacks as per year) of the detected process.
well as those provided by mitigation attacks and all of their
actions. associated mitigation
actions.
WP5.RFI.R2 | The Response Financial Impact Provide to the Strategic Provide the financial impact of 3 2 2
Assessment MUST provide the annual loss | Response Decision the intrusions or attacks to security
expectancy computed for an organisation | Annual Loss Expectancy (in administrators during the mitigation
considering both the severity and currency per year) of the action selection process.
likelihood of the attack. detected attack.
WP5.RFI.R3 | The Response Financial Impact Provide to the Strategic Provide the financial cost of the strategic | 3 2 2
Assessment MUST provide the annual Response Decision the responses to security administrators
response cost computed for an response cost (in currency during the mitigation action selection
organisation considering all direct and per year) of each and every process.
indirect costs associated to the activation | mitigation action associated
or deactivation of a security mitigation to the detected attack.
action (e.g., cost of deployment,
maintenance, collateral damages).
WP5.RFI.R4 | The Response Financial Impact Provide to the Strategic Provide the periodic financial impact of 3 2 2

Assessment MUST provide the annual cost
computed for an organisation as a
consequence of the maintenance of
security equipment (e.g. annual cost of
antivirus licenses installed on servers,
appliances or workstations).

Response Decision the
financial cost (in currency
per year) of the security
infrastructure.

the current protection level for the
organisation to Security Officers and
security administrators.
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WP5.RFI.R5 | The Response Financial Impact Provide to the Strategic Provide the financial benefit of the 3 2 2
Assessment MUST provide the risk Response Decision the risk strategic responses to security
mitigation level an organisation has as a mitigation level (in administrators during the mitigation
result of the execution of a security percentage) relative to the action selection process.
mitigation action, considering the delta of | current threats, of each and
the financial risk, before and after a every security mitigation
mitigation action is executed. action associated to the
detected attack.
Non-functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.RFI.LR6 | The Response Financial Impact Scale the possible Provide the financial benefit of 2 3 1
Assessment SHOULD determine combinatorial explosion of combined mitigation actions.
combinations of mitigation actions in potential relationships
minutes. among the mitigation
actions available for the
protected system.
WP5.RFI.R7 | Communication with other PANOPTESEC Keep the data flow Communicate by a secure channel to 2 3 1
components SHOULD be encrypted and information protected avoid situations in which an attacker
authenticated. against possible may lead the evaluation to wrong
eavesdroppers and results.
corruptions.
WP5.RFI.R8 | The module SHOULD ensure the security All the resources associated | Guarantee the integrity of the 2 3 1
of the resources associated to the to the evaluation process evaluation process to avoid situations in
evaluation process in terms of storage and | must be protected from which an attacker may lead the
computation. unauthorized actions. evaluation to wrong results.
4.6 Strategic Response Decision
Functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.SRD.R1 | The Strategic Response Decision MUST Provide a list of mitigation Response strategies need to select 3 2 2
evaluate the list of mitigation actions per | actions (ordered by their mitigation actions among a group of
potential attack, and obtain the associated return on security candidates.
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corresponding RORI value.

investment index) that can best
mitigate a potential attack.

WP5.SRD.R2 | The Strategic Response Decision MUST Provide a list of mitigation Response strategies need to select 3 2 2
request the RORI evaluation for every actions (ordered by their mitigation actions among a group of
individual mitigation action with the associated return on security candidates.
inputs provided by the impact investment index) that can best
assessment. mitigate a potential attack.
WP5.SRD.R3 | The Strategic Response Decision MUST Provide a list of combined Response strategies need to 3 2 2
determine a threshold (e.g., the average mitigation actions that can best | consider combined mitigation
of the RORI index for all the evaluated mitigate a potential attack. actions to mitigate a potential
mitigation actions) to be used as a attack. The selected combination
reference point to select candidates to be needs to guarantee the highest
combined. return on investment.
WP5.SRD.R4 | The Strategic Response Decision MUST Provide a list of combined Response strategies need to select 3 2 2
evaluate combined mitigation actions that | mitigation actions that can best | the optimal combination of
can mitigate a potential attack, with mitigate a potential attack. mitigation actions to mitigate a
respect to their return on security potential attack.
investment index.
WP5.SRD.R5 | The Strategic Response Decision MUST Receive a confirmation from Response strategies need to verify 3 2 2
request approval from the security the security administrator to conflicts on the selected mitigation
administrator before deploying the deploy selected mitigation actions before their deployment. A
mitigation actions. actions. confirmation message is necessary
to implement the security policy.
Non-functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.SRD.R6 | The Strategic Response Decision SHOULD | Scale the possible combinatorial Provide the financial benefit of 2 3 1

evaluate combinations of mitigation
actions in minutes.

explosion of potential
relationships among the
mitigation actions available for
the protected system.

combined mitigation actions.
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WP5.SRD.R7 | Communication with other PANOPTESEC | Keep the data flow information Communicate by a secure channel 2 3 1
components SHOULD be encrypted and protected against possible to avoid situations in which an
authenticated. eavesdroppers and corruptions. attacker may lead the decision to
wrong results.
WP5.SRD.R8 | The module SHOULD ensure the security | All the resources associated to Guarantee the integrity of the 2 3 1
of the resources associated to the the management of contextual contextual policies to avoid
contextual policies in terms of storage policies must be protected from situations in which an attacker may
and computation. unauthorized actions. lead the decision to wrong results.
4.6.1 Security Policy Instantiation
Functional Requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.SPI.R1 | The Dynamic Risk Management Response | Definition of actions violating the | Use of contextual policies whose 3 2 2
System MUST use contextual security security policy of the monitored rules are enabled/disabled by using
rules defined in terms of policy violations. | system in terms of monitoring information from attack graphs and
and diagnosis. high-level alerts.
WP5.SPI.R2 | Policy instantiation MUST use contextual Maintain a prioritized list of Policy instantiation for the 1 2 2
policy representations for the activation policy contexts for which the activation of responses, so that
of rules. policy instances can be response policy instances are
computed. appropriately derived.
WP5.SPI.R3 | Policy instantiation MUST use the most Maintain at any time the up-to- Policy instantiation for the 3 1 2
up-to-date state of the policy contexts. date list of policy contexts for activation of responses, so that
which the policy instances must response policy instances are
be computed. appropriately derived.
WP5.SPI.R4 | Policy instantiation MUST request the Maintain at any time the up-to- Policy instantiation for the 1 2 2
state of policy context updates with a date list of policy contexts for activation of responses, so that
constant frequency (i.e. pull mode). which the policy instances must response policy instances are
be computed. appropriately derived.
WP5.SPI.R5 | Policy instantiation MUST be able to Maintain at any time the up-to- Policy instantiation for the 3 1 2

receive an up-to-date list of policy
contexts at any time (i.e. push mode).

date list of policy contexts for
which the policy instances must
be computed.

activation of responses, so that
response policy instances are

appropriately derived.
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WP5.SPI.R6 | Contextual policy representation MAY use | Activation of contextual policy Provide reactive mitigation 1 1 2
reactive evidences from high-level alerts rules according to current according to malicious actions
issued by a HOC (or by a SIEM). diagnosis reported by the high- reported via high-level alerts issued
level alerts issued by a HOC (or by | by a HOC (or by a SIEM).
a SIEM).
WP5.SPI.R7 | Contextual policy representation MUST Activation of contextual policy Provide proactive mitigation 3 1 2
use the proactive evidences from the rules according to potential according to potential threats
attack graphs constructed via the threats reported by the reported via the PANOPTESEC
PANOPTESEC system. PANOPTESEC system. system (e.g. the AGG function).
Non-functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.SPI.R8 | Communication with other PANOPTESEC Keep the data flow information Communicate by a secure channel 2 2 1
components SHOULD be encrypted and protected against possible to avoid situations in which an
authenticated. eavesdroppers and corruptions. attacker may lead the instantiation
to wrong results.
WP5.SPI.R9 | The module SHOULD ensure the security All the resources associated to Guarantee the integrity of the 2 3 1
of the resources associated to the the instantiation of policies must | policy instantiation process to
instantiation of policies in terms of be protected from unauthorized avoid situations in which an
storage and computation. actions. attacker may lead the instantiation
to wrong results.
4.7 Tactical Response Decision
Functional requirements
Id Description Goal Main Purpose Importance | Reachability | Version
WP5.TRD.R1 | The Tactical Response Decision MUST Maintain the most up-to-date set | During the security management of | 3 2 2

retrieve the most up-to-date set of
authorized mitigation actions that can be
deployed in the system, as well as their
associated targeted devices (i.e. the
devices on which it can be enforced) and
scope in the system (i.e. whether a
mitigation action on an enforcement

of mitigation actions authorized
for composing a tactical
response.

a monitored system, the list of
mitigation actions that may be
deployed to address detected
ongoing attack scenarios may
change (e.g. new enforcement
points, like firewalls or IPS, are

deployed, management decision to
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point is authorized for tactical only or for
both tactical and strategic response)..

cancel the authorization of a
mitigation action kind on a tactical
perspective). This may have an
impact on the mitigation actions
chosen and instantiated as a
tactical response to mitigate
ongoing attack scenarios. The
module that manages tactical
responses establishment must be
aware of these changes as soon as
possible to adapt its computation.

WP5.TRD.R2 | The Tactical Response Decision MUST
determine the lists of mitigation actions
(i.e. response plans, instantiated from
the set of authorized mitigation actions)
which deployment can reduce the most
up-to-date identified risks on the
organization from a reactive perspective
(i.e. those induced by ongoing attack
scenarios).

Determine the most up-to-date
lists of mitigation actions which
deployment can reduce the risks
on the organization for the
reactive perspective (i.e. tactical
response plans).

Several mitigation action kinds,
authorized on a tactical
perspective, may be efficient to
block the ongoing attack scenarios.
Moreover, a specific mitigation
action may also be efficient to
block several ongoing attack
scenarios inducing different risks
for the organization. The module
computing tactical responses must
then retain among these lists of
effective mitigation actions, only
those that offer a global risk
reduction for the organization. It is
also possible that several lists of
mitigation actions offer the same
level of global risk reduction for the
organization. A further process
may then be applied to choose the
list offering the lowest collateral

damage (i.e. impact).
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WP5.TRD.R3

The Tactical Response Decision SHOULD
sort several lists of mitigation actions (i.e.
several tactical response plans), based on
their possible impact on the
organization.

Determine a (sorted) list of
tactical response plans that
minimize the impact on the
system.

Several lists of efficient mitigation
actions (i.e. response plans,
instantiated/derived from the set
of authorized mitigation actions)
may provide different level of
global risk reduction on the
organization. Moreover, several
mitigation action kinds, authorized
on a tactical perspective, may be
efficient to block the ongoing
attack scenarios. It is then possible
that several group of lists of
mitigation actions offer different
level of global risk reduction for the
organization. A process should
then be applied to help choosing
the list offering the lowest
collateral damage (i.e. impact) on
the organisation.

WPS5.TRD.R4

The Tactical Response Decision MUST
provide to any module of the
PANOPTESEC system requiring it, the
currently computed list of mitigation
actions selected as the best trade-off
between the risk reduction and the
impact on the organisation for the
tactical perspective (i.e. the selected
tactical response plan).

Inform modules of the
PANOPTESEC system requesting
it, which is the currently selected
tactical response plan for
deployment.

Several effective lists of mitigation
actions may exist with several
levels of risk reduction and impact
on the organisation. When a
decision has been taken (e.g. by an
administrator) to deploy one of
them, the module responsible of
the enforcement of the response
plans must be communicated this
information as soon as possible to
deploy it timely before the risk
situation has evolve so that the
tactical response plan is no more

appropriate.
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WP5.TRD.R5

The Tactical Response Decision SHOULD
retrieve the up-to-date list of ongoing
attack scenarios from a module of the
PANOPTESEC system that manage this
knowledge.

Maintain an up-to-date list of
ongoing attack scenarios.

During the lifecycle of a monitored
system, attackers are progressing
toward Supporting Assets along
attack paths by exploiting
successively several vulnerabilities
in sequence, potentially causing
detrimental events. In order to
build accurately and timely the lists
of mitigation actions that enable to
block those attackers and reduce
the risks on the organisation on a
reactive perspective (i.e. tactical
response plans), it is required to
know the up-to-date state of
ongoing attack scenarios.

WP5.TRD.R6

The Tactical Response Decision MUST

retrieve the up-to-date contribution to
the risks on the organisation of the up-
to-date list of ongoing attack scenarios.

Maintain an up-to-date
assessment of the contribution to
each risk that weight on the
organisation for each ongoing
attack scenarios.

An ongoing attack scenario may
contribute to several risks on the
organization (i.e. may drive to the
compromising of several
Supporting Assets then causing
several Detrimental Events). This
information is required in order to
choose accurately and timely the
lists of mitigation actions that block
ongoing attack scenarios (i.e.
tactical response plans) and
achieve the highest reduce on risks
of the organisation on a reactive
perspective.

WPS5.TRD.R7

The Tactical Response Decision MUST
have the possibility to request to an
external module of the PANOPTESEC
system to select among several lists of
mitigation actions (i.e. tactical response
plans) the one that offers the best trade-
off between the reduction of risks and
the impact on the organization.

Select the list of mitigation
actions (i.e. tactical response
plan) to be deployed.

Several effective lists of mitigation
actions may exist with several
levels of risk reduction and impact
on the organisation. A decision has
to be taken (e.g. by an
administrator) to select one of
them for deployment.
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Non-functional requirements

Id Description Goal Main Purpose Importance | Reachability | Version
WP5.TRD.R8 | The Tactical Response Decision SHOULD Scale the mitigation of ongoing During the lifecycle of and 2 2 1
propose tactical response plans to attack scenarios to a medium size | operation of a monitored system,
mitigate an ongoing attack scenarios in monitored system (i.e. up to 500 | attackers exploit several
minutes, for a monitored system distinct nodes). vulnerabilities in sequence towards
topology composed of several hundreds a critical asset of an organisation to
of distinct nodes (including routing, produce huge damages. Those
firewalling and terminal devices). complex attacks may occur in
minutes or hours. The assessment
of mitigation actions that may
possibly address such kind of attack
scenarios on a monitored system
should be has fast as possible.
WP5.TRD.R9 | The Tactical Response Decision SHOULD Protect the critical information of | The information provided by other | 2 2 1

protect the ongoing attack scenarios, the
contribution to the risks on the
organisation of each ongoing attack
scenarios, the authorized mitigation
actions, and the various computed
tactical response plans with their
associated reduction on the risks and
Operational Impact on the organisation,
both within the process memory and
during their external storage, from
disclosure to unauthorized module or
user.

monitored or protected system
during runtime and storage.

modules of the PANOPTESEC
system for the purpose of the
Tactical Response Decision, as well
as the various computed tactical
response plans are critical for the
organisation. This information
could be hijacked by attackers to
walk-around or evade the
mitigation actions more efficiently.
Modules that handle and produce
this kind of information should
apply software tamper resistant
techniques to protect it during the
computing process (e.g.
obfuscation) or in case of storage
of the information (e.g. ciphering)
to prevent attackers’ attempts to
exploit it.
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5. COVERAGE OF SPECIALIZED REQUIREMENTS

The section presents the traceability coverage matrix of the Specialized Requirements of the Response System for the Dynamic Risk Management which is
envisaged in the context WP5 of the PANOPTESEC project, compared to the general Operational Requirements of the project identified in deliverable
[D2.1.1]. Section 5.1 deals with the coverage of the Functional Proactive Response System Operational Requirements (i.e. PRS) with the Functional
Specialized Requirements, while the Section 0 deals with the Functional Reactive System Response Operational Requirements (i.e. RRS) coverage by
Functional Specialized Requirements. Then, the Section 0, express the coverage of Specialized Requirements of the DRMRS that are of the Non-Functional
type over the Non-Functional Operational Requirements, and the applicability of Non-Functional Operational Requirements which are not covered by
Specialized Requirements.

These matrices, enables to express the coverage, assessed by WP5, of the Specialized Requirements specified for the DRMRS at the time of the publishing of
the D5.1.1 over the Operational Requirements defined in [D2.2.1]. These assessments are further inputted and will be managed using the modelling tool
(i.e. a SysML project managed in the purview of the Work Package 3) used by the PANOPTESEC Project in order to further analyse and track in a systematic
way the impact in term of coverage of Specialized Requirements of the DRMRS, and any modification of them (following the CM and CC procedure, as
described in Section 2.3), on the PANOPTESEC System. As a corollary, these assessments also enable to assess the impacted Specialized Requirements
following any modification of Operational Requirement of the Requirement Baseline (RB).

The coverage of each functional requirement is assessed on a 2 level scale: if nothing is indicated, it means the Functional Requirement does not cover the
Operational Requirement at all; a cross (“X”) means the Functional Requirement covers the Operational Requirement (i.e. partially or totally). On the
bottom of the coverage matrixes, the last line presents a self assessment, performed by the authors of the deliverable, whether the Functional
Requirements cover totally (“T) or partially (“P”) the Operational Requirements, if all Functional Requirements were considered.

In each coverage matrixes of Section 5.1, 0 and 0O, the requirements are organized in several groups, one for each function (i.e. functional domain) identified
in the preliminary high-level functional architecture described in Section 3, and one for the general purpose requirements that are not linked to a specific
function but to the global Response System.
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5.1 Coverage regarding Proactive Response System (PRS) Operational Requirements

Table 2 - Coverage of DRMRS Functional SRs over PRS Functional ORs

Proactive Response System

—_

PRS) Functional Operational Requirements

O B> O O O B> O B> B> O B> e e B> B> e O B>
ol a|l |l 2| 2| || 2| |||l || D] DD
R 8| 8| R| & & Q8| & 8|6 || "Gl G| &Y
v o |WP5.GEN.R1 X X X X X X X
% WP5.GEN.R2 X X X X X X X X X X X X X
~ |WP5.GEN.R3 X X X X X X
> WP5.AGG.R1 X X X X X X
§ WP5.AGG.R2 X X X X X
; WP5.AGG.R3 X X X X X X X
g WP5.AGG.R4 X X X X X X
> |WP5.AGG.R5 X X X X X X
& [WP5.AGGR6 | X |[X [ X X | X X
g WP5.AGG.R7 X X X X X
3 |WP5.AGG.R8 X X X X X X
2 |WP5.AGG.R9 X | X |X X X X X
WP5.AGG.R10 X X X X X X
WP5.AGG.R11 X X X
WP5.AGG.R12 X X X X
WP5.AGG.R13 X X X X X X X X X
WP5.AGG.R14 X X X X X X X X
WP5.AGG.R15 X X X X X X X X
WP5.AGG.R16 X X X X X
WP5.AGG.R17 X X X X
WP5.AGG.R20 X X X X X
o & T |WP5.HOC.R1
= 5 S |WP5. HOC.R2
i WP5. HOC.R3
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WP5.SLA.R2
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WP5.SRD.R2
WP5.SRD.R3
WP5.SRD.R4
WP5.SRD.R5
WP5.SPI.R1
WP5. SPI.R2
WP5. SPI.R3
WP5. SPI.R4
WP5. SPI.R5
WP5. SPI.R6
WP5. SPI.R7
WPS5.TRD.R1
WP5.TRD.R2
WP5.TRD.R3
WP5.TRD.R4
WPS5.TRD.R5
WP5.TRD.R6
WPS5.TRD.R7
Global coverage P T T T T T T T T T T T T T T P T P
(“T” for total coverage;
“P” for a partial coverage)

X [X|X|X
XX | XX
XX | XX
XX | XX
XX | XX
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X X [X[X|X|X|X]X|X|X]|X
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uolsIaQ

asuodsay |ediloe]

The traceability coverage above enable to verification that most of the PRS Functional Operational Requirements are theoretically covered (totally or
partially) by the specified Specialized Requirements of the DRMRS. This matrix also enables to remark that some of the Functional ORs of the Proactive
Response System domain are not covered totally within the WP5. Nevertheless, those not totally covered ORs are relative to the deployment of Mitigation
Actions (i.e. PRS16, PRS22), which explains because this function (i.e. Policy Deployer) has been transferred during the Requirement elicitation process to an
Integration Framework. This Integration Framework should act as a mediation framework and glue between the sub-systems designed in the purview of
WP4, WP5, WP6, the monitored systems. It is design in WP3 and presented extensively in deliverables [D3.1.1] and [D3.1.2].

As not all Functional Operational Requirements are totally covered, the coverage assessment of the PRS0O1 is not total, even if this is due to a transfer of
some requirements to another sub-system of the global PANOPTESEC system.
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5.2 Coverage regarding Reactive Response System (RRS) Operational Requirements

Table 3 - Coverage of DRMRS Functional SRs over RRS Functional ORs

Reactive Response System (RRS) Functional Operational Requirements

2| 2|3 2| 23|23 23|23 2| 23|23|23|23/3| 23|23 23| 23|23 3|2|23|2
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> » » | WP5.SRD.R1
D. & S | WP5.SRD.R2
> 5 & | WP5.SRD.R3
® WP5.SRD.R4
WP5.SRD.R5
5 & | WP5.SPIR1 X
& 2 | WPS5.SPLR2 X
2 Z | WP5. SPLR3 X
= 8 | WPS. SPILR4 X
> & | WP5. SPLRS X
WP5. SPI.R6 X
WP5. SPI.R7 X
o o |WPSTRDRL | X | X X X | X
o 2 | WP5.TRD.R2 | X X X
S 2 | WP5.TRD.R3 | X X X
& | WP5.TRD.R4 | X E X X
8 |WPSTRD.RS [ X | X X X
2 [WPSTRDR6 | X | X X X
WP5.TRD.R7 X X |x
Global coverage P T T T T T T T T T T T T T T T T T T T
(“T” for total coverage;
“P” for a partial
coverage)

The traceability coverage matrix presented above enables to verification that most of the RRS Functional Operational Requirements are theoretically
covered (totally or partially) by the specified Functional Specialized Requirements of the DRMRS. This matrix also enables to remark that some of the
Functional ORs of the Proactive Response System domain are not covered within the WP5. Comparably to the coverage of the PRS ORs, the uncovered or
partially covered ORs are relative to the deployment of Mitigation Actions (i.e. RRS15, RRS24). This lack of coverage is explained because this function (i.e.
Policy Deployer) has been transferred during the Requirement elicitation process to a mediation framework now in the purview of the WP3: the Integration
Framework (see deliverables [D3.1.1] and [D3.1.2]).
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As not all Functional Operational Requirements are totally covered, the coverage assessment of the RRS01 is not total, even if this is due to a transfer of
some requirements to another sub-system of the global PANOPTESEC system.

5.3 Non-Functional Operational Requirements analysis

In this section, we provide assessment of the coverage of the Non-Functional Specialized Requirements specified in the present [D5.1.1] deliverable
according to the exhausted list of Non-Functional Operational Requirements defined in global PANOPTESEC system in the [2.2.1] deliverable. We also
provide an applicability assessment of the Non-Functional Operational Requirement over the defined functional domains of the preliminary Functional
Architecture of the Dynamic Risk Management Response System researched and designed in the WP5.

As the Non-Functional Specialized Requirements are specified as additional requirements to precise or give some more specific figures or details according
to a defined functional domain of the DRMRS, we indicate in section 5.3.1 the coverage of Non-Functional Specialized Requirements according to the Non-

Functional Operational Requirements.

The Non-Functional Specialized Requirements are limited and covers sparsely the exhaustive list of Non-Functional Operational Requirements defined in the
[D2.2.1]. Nevertheless, most of those Non-Functional Operational Requirements must apply to the DRMRS in the perspective of the development of an
advanced prototype or a product (i.e. between TRL7 and TRL9). An additional assessment of the applicability of the defined Non-Functional Operational
Requirements is then provided in Section 5.3.2, which indicates the Non-Functional Operational Requirements which should be considered in the
perspective of an industrialization of a DRMRS as specified in the WP5 of the PANOPTESEC project.

These assessments complete the traceability of the DRMRS Specialized Requirements, which are stored and managed in a SysML project in the purview of
the Work Package 3.
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5.3.1 Coverage regarding Non-Functional Operational Requirements

Table 4 - Coverage of DRMRS Non-Functional SRs over Non-Functional ORs

SRD
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5.3.2 Applicability of Non-Functional Operational Requirements to the DRMRS

The following table assess whether some of the global Non-Function Operational Requirements defined for the global PANOPTESEC system are applicable to
a functional domain of the Dynamic Risk Management Response System researched and designed in the WP5. In the following table, we assess the
applicability of each Non-Functional Operational Requirement on a two value scale:

“NA” for Not Applicable, means the Non-Functional Operational Requirement is totally inapplicable to the considered functional domain;

“AP” for APplicable, means the Non-Functional Operational Requirement applies to the considered functional domain;

Table 5 - Applicability of Non-Functional ORs for DRMRS functional architecture domains

GEN |AGG [HOC [PaAl RQU | SLA TIA RO RFI SRD SPI TRD
o |CMPO01 AP AP AP AP AP AP AP AP AP AP AP AP
3 |cmPo02 AP AP AP AP AP AP AP AP AP AP AP AP
S [cmPoo3 AP AP AP AP AP AP AP AP AP AP AP AP
S [CMP004 AP AP AP AP AP AP AP AP AP AP AP AP
2 [cMP005 AP NA AP AP NA NA NA NA NA AP NA NA

CMPO06 AP NA AP NA NA NA NA NA NA AP NA NA
CMPO07 AP AP AP AP AP AP AP AP AP AP AP AP
CMPO0S AP AP AP AP AP AP AP AP AP AP AP AP
CMP009 AP AP AP AP AP AP AP AP AP AP AP AP

@ z [MNTO001 AP AP AP AP AP AP AP AP AP AP AP AP

= 2 [MNT002 AP AP AP AP AP AP AP AP AP AP AP AP

= & |MNTO003 AP AP AP AP AP AP AP AP AP AP AP AP
> [MNTO004 AP AP AP AP AP AP AP AP AP AP AP AP
< |PRF001 AP AP AP AP AP AP AP AP NA NA NA AP
3 [PRFO02 AP NA AP NA NA NA NA NA NA NA NA NA
3 [PRFOO3 AP NA AP AP NA NA NA NA NA NA NA NA
2 |PRF004 AP AP AP AP AP AP AP AP AP AP AP AP
® [PRF0O5 AP AP AP AP AP AP AP AP AP AP AP AP
PRFO06 AP NA AP NA AP AP AP AP AP AP AP AP
PRFO07 AP AP AP AP AP AP AP AP AP AP AP NA
PRFO08 AP NA NA NA NA NA NA AP AP AP AP AP
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p PRTO01 AP AP AP AP AP AP AP AP AP AP AP AP
3 PRT002 AP AP AP AP AP AP AP AP AP AP AP AP
S | PRTO03 AP AP AP AP AP AP AP AP AP AP AP AP
Z [PRTO04 AP AP AP AP AP AP AP AP AP AP AP AP
PRTO05 AP AP AP AP AP AP AP AP AP AP AP AP
PRT006 AP AP AP AP AP AP AP AP AP AP AP AP
= | RLBOO1 AP AP AP AP AP AP AP AP AP AP AP AP
% RLB002 AP AP AP AP AP AP AP AP AP AP AP AP
% RLBOO3 AP AP AP AP AP AP AP AP AP AP AP AP
< [RLBOO4 AP AP AP AP AP AP AP AP AP AP AP AP
RLBOO5 AP NA AP AP NA NA NA NA AP AP AP NA
RLBOO6 AP NA AP AP NA NA NA NA AP AP AP NA
RLBOO7 AP AP AP AP AP AP AP AP AP AP AP AP
RLBO08 AP AP AP AP AP AP AP AP AP AP AP AP
RLBO09 AP AP AP AP AP AP AP AP AP AP AP AP
RLB0010 AP AP AP AP AP AP AP AP AP AP AP AP
RLB0O011 AP AP AP AP AP AP AP AP AP AP AP AP
RLB0012 AP AP AP AP AP AP AP AP AP AP AP AP
RLB0O013 AP AP AP AP AP AP AP AP AP AP AP AP
RLB0014 AP AP AP AP AP AP AP AP AP AP AP AP
® SEC001 AP AP AP AP AP AP AP AP NA NA NA AP
2 | SEC002 AP AP AP AP AP AP AP AP AP AP AP AP
Z | SECo03 AP AP AP AP AP AP AP AP AP AP AP AP
SEC004 AP AP AP AP AP AP AP AP AP AP AP AP
SEC005 AP AP NA NA AP AP AP AP AP AP AP AP
SEC006 AP AP AP AP AP AP AP AP AP AP AP AP
2 c USG001 NA NA NA NA NA NA NA NA NA NA NA NA
2 | USG002 NA NA NA NA NA NA NA NA NA NA NA NA
= | USG003 NA NA NA NA NA NA NA NA NA NA NA NA
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6. CONCLUSION

6.1 Significant results achieved

In this document, we presented the preliminary high-level Functional Architecture for the Dynamic
Risk Management Response System of Monitored Systems, as it is envisaged by the Partners of the
WPS5 of the PANOPTESEC Project.

A list of Specialized Requirements for each identified function of the DRMRS has been proposed.
And, the coverage of those Specialized Requirements over the Operational Requirements previously
identified within WP2 of the PANOPTESEC project, has been provided for the PRS and RRS relevant
domains (i.e. Proactive Response System and Reactive Response System).

The traceability coverage matrices in Section 5 enable verification that most of the Operational
Requirements are theoretically covered (totally or partially) by the proposed DRMRS. But, they also
enable to remark that some of the Operational Requirements of the PRS and RRS domains are not
fully covered within the WP5. Nevertheless, those uncovered Functional Operational Requirements
are relative the deployment of Mitigation Actions (i.e. PRS16, PRS22, RRS15, and RRS24). This lack of
coverage is explained because this function (i.e. Policy Deployer) has been transferred during the
Requirement elicitation process to a mediation framework now in the purview of the WP3: the
Integration Framework (see deliverables [D3.1.1] and [D3.1.2]).

6.2 Recommendations

These matrices also constitute the basis to input the coverage of SRs using a modelling formalism (i.e.
SysML) and a tool (i.e. Papyrus) for the systematic management of the PANOPTESEC Requirement
Baseline within the Work Package 3. It then should enable the further analysis and traceability in the
remainder of the project during the design, implementation and validation phases.

These Specialized Requirements should constitute a reference for the WP5 and the PANOPTESEC
Project that ensures that the PANOPTESEC Consortium share a common understanding of the
objectives of the WP5. The Specialized Requirements should help in the following of the Project to
identify and detail the software components, with consistent and well-defined interfaces (i.e.
internal and external ones) in the D5.1.2 and other Work Packages design documents. These
requirements should be used to trace, guide (i.e. prioritize, decide) and evaluate the outcomes of the
WPS5 in the remainder of the PANOPTESEC Project.

6.3 Deliverable validation

The content of this deliverable has been validated at several levels. First, internal WP5 validation (i.e.
both by WP5 Primes and the WPL) of the content has been carried out all along the writing process
on a periodic basis. Then, a two Review phases QA validation occurred before the publishing of the
final version of the D5.1.1 deliverable.
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